Policy and Procedure Table of Contents

Sustainable Procurement, Contracts & DiSPOSal........ciiviiiiiiiiiiiiiiiieee et 2

Procurement & Disposal — NOW SUPEICEAEM........uuiiiiiiiiiiiiiiei ettt e e e 10
Y YU |l o - T o 1o~ USRS 26
ENtering COUNCIl DEPOTS. ..cicuiiiieieiiiie ettt ettt ettt e et e e e et e e ettt e e e e ata e e e e staeeeensseeesssaeeesansseeesannreeannn 34
Emergency Building Workplace EMErgency RESPONSE ....ccccuuvieeeiiieeeeiiieeeeciteeeesireeessrveeesssreeessnreeeeas 39
Closed Circuit Television (CCTV) Workplace SUrveillanCe.........c.occvveecieeciee i 56
Records Management fOr COUNCIIIONS .....iiiciiiiiiiiie et sere e e s sareeeens 65
UTolo T o [ T aF: T=0=T 0 o =T o | I 74
Requests for Assistance (S.356 Financial ASSIStANCE) .....ceiecuiieiiiiiiiieeiiiee et e sare e 83
Use of INternet and EMail ........coiieiiiiiieeeee ettt st sttt sbe e s s 96
VLRI .ttt ettt ettt et e st e e bt e e s b e e e a bt e s bt e e bt e e e b et e hbeeeabe e e beeesabee e bt e e enteesnaeenareean 102
CommUNity CONSURATIONS. ..ciiiiiiee it e et e e e st ae e e s sbeeeeesnteeeesneeeeesanes 106
ComPlaints IMANAZEMENT....ccccciiiieiciieee ettt ettt e e eette e e e st te e e e ebeeeeseebtaeesebtaeesebeseesanseasesaasssesesassanasanes 118
CUSTOMIBE SEIVICE ..ttt st e e st e e s s et e e s s enee e e s smeeeesseneeeessanes 133
Yo V=Y 1Y o= PSPPSR 139
AFFIXING Of COUNCII'S SEAL....uiiiiiieie et e e et e e e e e e e e bbeeessnreeeean 143
COMIMUNITY BUS ..ottt ettt e s st e e e e e s s st aeaeeeesssasasabtaaeaeesssasssbeaaaeeesssnsssnneaeaeens 146
Financial Management and CONTrOl..........occuviiiiiiiii it e e eabee e e re e e e e eareeas 150
(0 o T=Y g T ot I o 11 LUt 157
Child Safety and ProteCtion ........ooiciiiiiiciee et e e sbre e e e e bee e e s e bae e e e sraaeeesanes 160

Child Protection — NOW SUPEIrCEAEM .........uviiiiiiiiecciee ettt sree e s e s sabae e e ee e e areeas 168
Multicultural ENgagement and SEIVICES .......uuieeiciiiee ettt tee e e e cree e e et e e e e sabae e e e abeee e eeareeas 183
Pesticide Use NOtIfication Plan .........ooii ittt st 189
N o R =TT g o I o L=F- [ T =4 I TR URRRN 198
MiInor Claim COMPENSALION ...uiiiiiiiieecciiee et es e e s e e e st e e e s ab e e e e s abeeeessbaeeeenabeeeesnasenas 200

Work Health and Safety Manual.........oooiiiiiiiie et e s e e s sraaee e eanes 204



Sustainable Procurement, Contracts & Disposal
|

SHIRE -,

St SUSTAINABLE PROCUREMENT,
SR CONTRACTS AND DISPOSAL
B g POLICY AND PROCEDURE

Adoption Date:
Mext Review Date: September 2025

Responsible Officer: Chief Financial Officer

POLICY STATEMENT

Walgett Shire Council regognises that the procurement policy and best practice principles through
all Planning, Sourcing and Conftract Lifecycle stages (including tendering and disposal) will deliver
local economic, environmental, and socially responsible value for money outcomes. All procedures
are.designed fo mitigate risk and deliver contracts that can withstand scrutiny.

AlM

This Paolicy provides an overview of the Council procurement and contract framework and Principles
that must. ke followed by all Council officers and representatives when purchasing goods and
services and managing associated contracts. The procurement framewaork provides simple guidance
to help procure and manage goods, services, or projects based on an assessment of Value and
Risk.

OBJECTIVES:

This Policy focuses on outcomes instead of processes and aims fo balance compliance with flexibility
that delivers value for money, aligns with business needs, improves service delivery, and supporis
a competitive local economy. This policy supports delivery of Councils '‘Community Sirategic Plan’
to achieve a sustainable Lecal Region. Sustainable procurement & confract management takes
responsibility for the Economic, Environmental, Social and Governance impacts of any purchase —
goods or services. These four factors gre refemred, to as the Quadruple Bottom Line (QBL) and relate
to a total lifecycle impact, and not just the upfront price. More broadly, Sustaimable Procurement
considers:

+ The cost and local economic impact of the procured preduct or service,

¢ The environmental impact,

¢ Any social and ethical implications, and

+ The application of good governance.

Statutory Requirements

MSW Local Government Act 1993

The NSW Modern Slavery Act 2013

MSW Local Government (General) Regulations 2021
M3W Local Government Tendering Guide 2009
Independent Commission Against Corruption Act 2012
Competition Policy Reform Act 1995

MSW Model Code of Conduct

Related Policy/Procedure

Code of Conduct

Statement of Business Ethics

Local Preference Purchasing Policy
Corporate Credit Card
Environmental
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Code of Conduct

The Model Code of Conduct for Local Councils in NSW (“the Model Code of Conduct™ is made
under section 440 of the Local Government Act 1993 (*LGA") and the Local Government (General)
Regulation 2021 ("the Regulation"). The Model Code of Conduct sets the minimum sfandards of
conduct for council officials. It is prescribed by regulation to assist council officials to 1. understand
and comply with the standards of conduct that are expected of them 2. gpahle them to fulfil their
statutory duty to act honestly and exercise a reasonable degree of care and diligence (section 439)
3. agbin a way that enhances public confidence in local government.

The H3W Modern Slavery Act
Modern slavery is a serious violation of an individual's dignity and human rights. Exploitative
practices including human trafficking, slavery, servitude, fgrged labour, debt bondage and forced
marriage are all considered modemn slavery and are serious crimes under Australian law. Council
officers should consider thiz Act and the ethical treatment of all contractors and supply chains when
purchasing on behalf of Council.

APPLICATION

The Policy applies to all Council officers and representatives who have delegated authority to
purchase goods and services, public construction works and services, and manage the associated
contracts on behalf of the Council. It commits every individual involved in procuring and managing
contracts for goods, services and works, tg.aciively.ensurs that all activities are:
+ legal,
accountable and auditable,
fair and competifive,
ethically, environmentally, and socially responsible,
economically effective locally,
conducive to maintaining the Council's ability to exercise appropriate technological,
commercial, and organisational developments as they anse,
+ capable of identifying, minimising, and mamaging risks that may threaten projects,
procurements, or contracts, and
+ free of any direct or indirect conflict of interest.

This Policy and Guidance describes the key principles against which Council will ke audied and
non-compliance identified. Mon-compliance may result in disciplinary aclions.

SCOPE

The scope of the Policy commences from when Council has identified a need for procurement,
continues through to the award, delivery, management and closing of the contract or disposal of the
asset.

PROCUREMENT PRINCIPLES

Accountability — Council is committed to ensuring accountability amd transparency in ifs
procurement activities. Accountability means that Council officers are rezponsible for the actions and
decisions that they take in relation fo procurement and for the resulting outcomes. Council officers
must be able to demonstrate the basis of all decisions that can withstand any scrutiny.

Conflicts of Interest — A& conflict of interest exisfs when a reasonable person might perceive that a

public official's personal interest(s) could be favoured over their public duties. Conflicts of interest dg.
natnthemsales. usnaly. consiituts, corrupt conduct. Corrupt conduct Gan. AoWaEVEL. A6 when a

conflict of interest is concealed, understated, mismanaged, or abused. 5taff must declare, record,

and save on file all identified conflicts.

Record Keeping — The Council records are its corporate memaory, provide evidence of actions and
decisions and represent a vital asset to support its daily functions and operations. Council officers

must ensure appropriate documents and records grg.naintained in accordance with Council's
Records Management Policy and entered Council’s Records Management System (TRIM]).
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Confidentiality — Council officers must maintain the integrity and security of confidential information
in their possession, or for which they are responsible. In addition fo general obligations relating to
the use of council information, Cuunml nﬁin:'.&rs must enly access cnnﬁdenhal |nium'|at|un that they
have been authorized to groes ] nfficial ligns and
only releaze confidential mfnn'nalmn authﬂnsed tn du su Rel‘er tu the Cnunclls nr Mndel Cnde of
Conduct for further information.

Rizk Analysiz and Management — Risk analysis and management are technigues applied to
ensure that procurement processes contracts are successful. By adopting a ‘what-if mingd-set it
allows procurement to identify and assess the risks and pricrifise them by aligning relevant resources
to menitor, control and minimise or overcome the impact. Consideration of Risk showld he. manzged,
in accordance with the Council's Enterprise Risk Management Policy and Procedures.

Sustainability (QBL) — Councils top priority is to procure sustainable and with positive Planetary
Health ocutcomes a focus wherever possible (ie., socially, environmentally, and ecenomically
sustainable results delivered through excellent governance amd leadership practices). When
procuring or managing cunh’acls fnr Cuunml officers must dernuns‘dlale that Dppurtunllles fm
sustainable culcomes hayve. bes

Emergencies - From {img:ig:lime there may be a need to purchase goods or services due to an
emergency whereby the reguirements of Legislation and this Policy cannot be applied. An
emergency is a situation that poses an immediate risk to health, life, property, or environment.
Emergency procurement is only an opfion where Council must act immediately and take all
reasonable and necessary action fo mitigate any continuing risk associated with the emergency.
This may.only be used in cases of genuine Emergency and nnt to rerned'_n.r pnnr plannlng
Authnnsahun fior emergenc'_.' pmcurernent must ol ne.. gl A s = = i =T T

Spend Thregsholds Requirements — The estimate value of the contract is inclusive of Goods and
services Tax (GST) for all goods and services for the life of the coniract, e.g., if you plan for a contract
for an inifial peried of 3 years with a 1-year option to extend, the confract value is based on 4 years
of spend. If you are making a once only purchase, the contract value is the total quoted price. The
current fender thresheld is $250,000 including G5ST for the life of the contract. Council officers must
not split Purchase Orders or contract value estimates to avoid defined or legislative process.

Purchase Orders — Suppliers must not be engaged to supply any Goods or commence any Services
without first being.issued with a valid Purchase Order. Purchase Orders are required fo be in place
prior to a Scope of Work peing.pedfoomed, for invoices to be paid, except in exceptional
circumstances if approved by a manager with appropriate delegation. Invoices issued by Contracted
Suppliers must have a valid Council Purchase Order reference number that ig eferenced on their
invoice, or it may not be paid.

Purchase Cards — Council provides a purchasing card facility to enable the secure purchase of
goods and services in support of legitimate Council business. Purchasing cards g iniended to
provide an efficient method of purchasing Ad-hoc fravel, accommodation and minor expenses or
urgent items where no preferred supplier agreement is in place. Council officers issued with a
corperate purchasing card are in a position of trust regarding the use of public funds. Expenditure
on a purchasing card must be in accordance with yvour financial delegation and the fundamental
requirements set out in this Policy, considering specific requirements of any associated Policy or
Procedure.

LOCAL ECONOMIC BENEFIT
Council is committed to supporting the local economy and enhancing the capabilities of local
business and industry. Where it achieves Council's overall ‘value for money' objectives,

Council officers must give due consideration to benefits to the local economy when planning
procurement. Where local economic benefits are included in the procurement evaluation,
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the weighting is to he applied to the overall assessment, considering all other price and non-
price criteria. This will ensure the best outcome for both Council and the local economy. This

policy gives a price advantage to local suppliers, for the supply of goods, materials and/or
services above an amount of §5,000.

There are several options available to improve opportunities for local content when
conducting procurement activities including, but not limited fg:

1. Social bensfit clauses in contract documentation.

2. Social benefit specifications included in scope of sourcing documentation, including
provision of templates for applicants to improve response rate.

3. Local Preference outcomes included in evaluation criteria, these must be clearly.,
aniculated for fenderers/applicants  and. stricty adhe,[ed to when,  conduciing,.
assessmenis. An amount of 5% will be nominally deducted from the local supplier's

price for the purpose of price comparison only.

When planning procurement activities Council will consider both direct and indirect impacts
on the local economy by assessing the linkages between local business and local industry,
to support existing specialisations and promote growth.

“Local Suppliers” are required to complete an application form every twelve months following
initial application when submitting their first quoteftender to Council. The onus of proofis on
the supplier.

SPEND THRESHOLDS

The procurement methodology is dependent on the value threshold andfor risk of the
purchase as shown below. All amounts ‘include’ GST. The value threshold to determine the
methodology is the total accumulated spend for the procurement including any anticipated
variations for the procurement activity. Council has access fo a range of Common Use
Arrangements (CUA's). CUA's are pre-established panels of providers that should he used
for commonly purchased goods and services. These arrangements have been established
by either Council {or group of councils), Local Government Procurement, Procurement
Australia, NSW Procurement (State Government).

Contract -
Spend Method Description
CUA's are in place to reduce red tape and time. These
should be accessed wherever possible for any spend
level. Consider any opporiunity to incorporate QBL
) iniiatives. Commaon Use arrangements include all
All Spend Eﬁ:‘:”‘emfnﬂg“gﬂ 0 USeINSW  State Govemment (NSW Buy), Local
Thresholds a c:ceses where possible Government Procurement (LGF), FProcurement
P Awusiralia. Regional Procurement Initiatives (OROC)
may.pe used where Walgett Shire Council was part of
the Tender request.
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Page 5 of 230



Credit card reconciliation is the process of ensuring
that the transactions made match the transactions,
are complete, correct, and valid. Reconciliation is an
essential part of the closing process, and jf's, how we
Up to Credit f Purchase cards to | ensure the integrity of our records. Council officers
£10.000 be ulilised where possible | must reconcile credit cards as directed.
' FPurchase Orders
A Purchase Order with Standard Terms and
Conditions must be lssued prior to goods or services
being provided.
. It isn’t always practical to obtain guotes. If, for any
$10.000 - S oopfen ~auotes Oflreason you ganj, obtain the required quotes. A
$56 000 |how Value for Money detailed statement as to how VFM is to be_ achisved
' (VFM) i to be achieved must be recorded on file.
Simple Request for Quote
$50.000 - IIF{FQ} process in;luding a|Due to elevated spend and risk, an ‘Open Market or
$25Iﬂ 000 detailed ewvaluation and|Fublicly Advertized' RFQ process must e conducted
: award process. |in line with the Council Framework guidance.
Consideration of QBL.
Greater
than Fublic RFT including |As per Legislative Reguirements and the Council
$250,000 | Consideration of QBL Framework guidance.
TENDERS

For works with a value exceeding that which is specified in Section 55 of the NSW Local
Govemment Act 1993 (currently $150,000), an open or selective tendering shall be used in
accordance with the NSW Local Government {General) Regulation 2021 and include:

a) All tenders will be reported to Council for a decision;

b} The report to Council will be compiled by the relevant Director, utilising the
services of an evaluation panel and using the following recommended
selection criteria and weighting table:

Recommended Selection Criteria and Weighting
CRITERIA PLAMT SUPPLY OF | PLANT CONSULTANCIES IMFRASTRUCTURE SALE OF
EquirMeNT | OTHER- EQUIPMENT COMNSTRUCTION SURPLUE
WEHICLES MATERIALS HIRE AND MATERIAL
COMNSUMABLES OTHER ETC
SERVICES
Capabilty Ta G 55 55 50 1]
Relevant 20 15 10 25 20 [1]
Experence
Cuslity and | & 20 30 15 20 1]
safety
Urgent 5 5 [ 5 10 [1]
service
delivery
100 100 100 100 100 [1]
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c} A financial evaluation report be obtained for the preferred tender; and

d) The report to Council will be a Confidential Iltem, to he considered in a Closed
Session.

QUOTATIONS

For the purpose of effective distribution and maximising opportunity, Council will maintain
an up to date register of qualified providers/contractors for the respective trades and industry
types. Council will adveriise six monthly to invite registration on the ‘Provider/Confractors
Register, which is managed by the Finance section.

For works exceeding $50,000 in value but less than that specified as a Tender, a
special quotation process shall be undertaken utilising the following procedure:

(a) Each quote will be allocaied a tender/quote number (RFT/RFQ) by the
Information Services Section. The number will, be._ eniered into the
tender/quote register and is to be quoted on all documentation relating to
that quote.

(b} The officer initiating the purchase shall prepare a brief specification
detailing guantity, guality and timing of the works/services/goods to e,

enrer3Upplied, include copies of relevant insurance cerificates (i.e. public liability
and workers compensation). This document will not be as complex as a
tender specification.

(c) The specification shall. be sent directly to:
- Any person requesting the information
- By email to all Provider/Contractors on the Register

(d}y A ‘Special Quote Meeting® may be arranged where the intended works,
goods or services are difficult to define or it is determined that specific
clarification will support an enhanced outcome

(e} Quotes will be received under Tender Box conditions and suppliers are to be
advised of the following procedure:

A closing date will be specified, normally 21 days but not less than seven
days after the supplier would receive the invitation to quote.

= Quotes are to bg sealed in an envelope marked with the tender/guote
number and placed in the Tender Box or mailed in time to be placed in the
tender box prior to the specified date. Quotes may, also be received by email
to admin@walgett nsw.qgov.au, whereupon the administration team will seal
and place the quote in the Tender Bos.

« As soon as a tenderiquote ig secsived at.the. Coungil.Qffices...and.
recoanised as sugh, it is to be placed in the Tender Box.
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number,..marked...Opened..in. Emar,

slangd..and.. daied..and...placsd,

= Inacase where a guote is submitted email, it is to be sealed.in an envelope
by the person dealing with the email, endorse with the tender/guote number,
marked ‘Received by Email’, the time and date of receipt, signed and placed
in the Tender Box.

« Any person likely to open mail or attend to the administration email address,
at any time, is to be instructed that the contents of any such opened quotes
are to remain absolutely confidential and are not to be divulged to any
person whatsoever.

'r

. AII quutes received tﬂ,r the clusmg Ilme gmmmwm
ihe.Informa AV '

rggg[ggg in..the lg!]ggrggugig [ggigig[ M in fgmgg;gga ggqg;gqu i;f;g

conrents of the quores recened will.nor be publicly disclosed.

» The custody of the register and the keys to the Tender Box are to be the
responsibility of the Coordinator Information Services and the Tender Box
is to be located in the public foyer for ready access.

(g} A wrtten assessment will be prepared as to which quote is the most

advantageous and purchase will be effected by a purchase order.

The

‘Recommended Selection Guide and Weightings Table' (as shown in Tenders
of this Policy) are to be used as a guide.

DISPOSALS

All agsets, surplus stock, and low value scrap o he disposed.of by Council shall be publicly
advertised for sale as set out in the Summary of Disposal Protocal.

Summary of Disposal Protocol

ESTIMATED COST OF ITEM MINIMUM PROCESS | AUTHORITY

Cwer 5150,000 Tender&uction Decision by Council or delegated
authority to Gk

F50,000-5150,000 One Offer Decision by GM

Up to $50.000 One Cffer Decision GM or Director

Disposal of goods with a market value of more than $250,000 should be made through an
agent (e.g., real estate agent) by resolution of Council after inviting tenders, expressions of

interest or at public auction.
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Council may decide via resolution or delegation to the General Manager to dispose of assets
via donation to community organisations where appropriate.

All offers for the purchase of motor vehicles and motorised plant are to be reported to the
Plant Superintendent for recommendation to Council.

Any sale of land must be by way of public auction and follow the legislation in Local
Government Act 1983, sections 55, 713 and 716.

Policy/Procedure Review History

Date Changes Made Reviewead By

2017 Developed
Juky 2018 Reviewsd Greg Ingham - General Manager

Mowvember 2022 Complete Review — Supercades, Procurement | Michael Urguhart — General Manager
& Disposal P&P
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Procurement & Disposal — Now Superceded

WSC — Policy & Procedure — Procurement and Disposal

ia.& PROCUREMENT & DISPOSAL
| POLICY & PROCEDURE

Approval Date: 30 Juky 2019
Review Date: July 2019
Responsible Officer: Chief Financial Officer

Objective

To ensure the system of tendering and quotations encourages integrity and established
standards of equity, fransparency and value for money.

Statutory Requirements

Local Government Act 1993

Competition Policy Reform (N3W) Act 1865
Independent Commission Agginst Corruption Act 19838
Local Government (General) Regulation 2005

Application
All Employees
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WSC — Policy & Procedure — Procurement and Disposal

TABLE OF CONTENTS

Purpose ...

Scope ...

Policy Statemerlt

Policy Principles...

Accountability, rnles and respunmbllmes
Disposals...

Ethical Eehawuur and Fﬂlr’ Treatment
Definitions ..

Acknuwledgem ents

Page 2 of 16

Page 11 of 230



WSC — Policy & Procedure — Procurement and Disposal

Purpose

The purpose of this Procurement and Disposal Paolicy is to document Council's
principles and set out the standard by which Council will conduct these activities.
All activities will_be_ camied out in accordance with the associated legislation,
Council Polices, processes and Office of Local Government ({OLG) Guidelings and
Circulars.

Scope

This Policy and procedure applies in full to all employees and details procedures

to be used in all purchasing by Council employees. It j5 intended to ensure that
competition exists in all purchasing activities and that they are camied out in an
open and transparent manner in accordance with this policy and legislative
requirements.

The Procurement and Tendering Policy applies to anyone who undertakes or is
involved in procurement and fendering activities. This includes Councillors, staff,
contractors and delegates.

Policy Statement

Council procurement practices will comply with the Local Government Act 1993,
the Local Government (General) Regulation 2005, Competition Folicy Reform
(MSW) Act 1995, as well as other acts, regulations, codes, policies, practice notes
ar other documents published by either State or Federal Government Authorities
relating to tenders or quotes (e.g. Competition Policy).

Any conflict of interest and pecuniary interests are to he disclosed immediately.
Any person with a conflict of interest will not take part in the processes of tender
specification preparation or evaluation.

Tenders and quotes will be prepared in an endeavour to maximise:

« Compeiition;

« Participation by local and other suppliers

« Value for money, quality goods and services to residents and ratepayers
+« Accountability and cost efficiency to Council and respondents.

Page 3 of 16
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WS5SC — Policy & Procedure — Precurement and Disposal

Policy Principles
General
All values quoted in this policy are excluding Goods and Services Tax (GST).

The exact procurement method to pe used will depend on value of goods and
services to be purchased.

Contracts should be affected only with incorporated companies. Tenders or
quotes which are to result in a contract must show the companies ABMN, ACN
and date of incorporation or make a clear statement of intention to incorporate
prior to signing a contract. It is preferred that this rule be applied to all
procurement. However, purchase orders, but not contracts, may ke placed on
unincorporated organisations provided:

« The supplier has an ABN, unless extraordinary circumstances prevail (i.e.
hobby?;

* The supplier is registered for GST, unless exfracrdinary circumstances
prevail (i.e. hobby);

* The total value is less than $50,000;

+ |tis alump sum purchase or project

» The sernvice to be provided is not primarily labour hire;
* The particular supplier iz ysed intermittently.

An urgent delivery component is included as part of the selection criteria and
weighting table which is utilised as a guide in the tender selection process. This
component includes distance to suppliers and service providers.

Tenders

For works with a value exceeding that specified in Section 55 of the Local
Government Act (currently $250.000) an open or selective tendering shall be
used in accordance with Local Government (General) Regulation 2005 and
including:

(a}  Alltenders will be repored to Council for a decision.
B TDg IRROML I Coungll vl he. complled Ry, Ihg Lelevant DIeeior. ..

utllising. the.services.of. an. gvaluation.panel.and wlilisng. Table.1......
Recommended Selection, Criteria.and \Veighting.

(ch A financial evaluation report must be obtained, from the preferred
tender.

(d}  The report to Council will be a confidential item to be consjidared in
closed session.

Page 4 of 16
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WSC — Policy & Procedure — Procurement and Disposal
4.3. Quotations

For the purpose of effective distribution and maximising opportunity, Council will
maintain an up to date register of qualified suppliers/coniractors for the
respective trades and industry types. Council will advertise yearly to invite
registration on the Preferred Supplier/Contractor Register (Pro-forma attached).

4 3 1.__Forworks exceeding 550,000 in value but less than that specified as a Tender
($150,000) $250,000, a special quotation process shall be undertaken utilising the
procurement and disposal procedure:

{a) Each quote will be alocated a tenderfquote number (RFT/RFQ) by the
Information Services Section. The number will he enlered into the

tender/quote register and is to be quoted on all documentation
relating to that quote.

(b} A minimum of two quotes shall be obtained unless circumstances do not
allow (E.g. only one supplier manufactures the product)

(c) The officer initiating the purchase shall prepare a brief specification
detailing guantity, guality and timing of the works/services/goods to e

supRlied, include copies of relevant insurance certificates (i.e. public liability
and workers compensation). This document will not be as complex as a
tender specification.

(d} The specification shall be sent directly to:
« Any person requesting the information;
« By email to all relevant Suppliers/Contractors on the Register;

(e) A pre special quote meeting may be arranged where the intended works, goods or
services are difficult to define or it is determined that specific clarification will
support an enhanced outcome;,

Page 5 of 16

Page 14 of 230



WSC — Policy & Procedure — Procurement and Disposal

(fy Cuotes will pe recejyed under tender box conditions and suppliers are to be
advised of the following relevant procedures;

« A closing date will be specified, normally 21 days but not less than
seven days after the supplier would receive the invitation to quots

«  (Quotes are to be_ sealed in an envelope marked with the tender/quote
number and placed in the tender box or mailed in fime to be placed in

the tender box prior to the specified date. Ctuotes may. also.bhe received
by Tax.

ale
MWG mth thE ma;!w,;a[gggmf enduraed mth m
d.in.E '

+« |n a case where a quote is submitted by fax or email, it is to be sealed
in an envelope by the person dealing with the fax or email, endorse with
the tender/quote number, marked ‘Received by Fax/email’ marked with
the time and date of receipt, signed and placed in the tender box.

« Any person likely to open mail or attend to the faxes at any time is fo be
instructed that the contents of any such opened quotes are to remain
absojutely. confidential and are not to be divulged to any person
whatsoever.

= Al guotes received by the closing time ghall be opened at or afer,

cloging fime. by, the. niormation. sendces. representative. and . Lal.
witngsses.andrecorded in the tender/auole reqister.

« Prices will not be publicly disclosed.

 The custody of the register and the keys to the tender box are to be the
responsibility of the Coordinator Information Services and the tender
box is located in the public foyer for ready access.

(a) Cuotes via internet

For the purposes of this procedurs it is acceptable to obtain quotes
via the internet. This includes using email provided:

« A copy of each quote is retained in Council’s records management
gystem

« Each quote contains at least the following information:
Mame of Supplier

Intermet address of supplier

Specification of equipment to be supplied
Make and model of each item of equipment
Price

[ R R R

(h} A written assessment will be prepared as to which quote is the most
advantageous and purchase will be effected by a purchase order. The
‘Recommended Selection Guide' and their respective weightings shown below are to

be used as a quide.

Page 6 of 16
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(i} All records will be reia

I ! AL
System (TRIM) and auallable fur scrutiny hul Wlll I'iﬂt be avanahle to the puhllc as
they will contain confidential information.

() Suppliers shall be required to provide evidence of relevant insurances including a
minimum $20m Public Liability and Weorkers Compensation/Personal Accident.

(k) As soon as practicable after selecting a supplier and placing an order the ardering
officer shall also advise all unsuccessful guoter's of the decision in writing on
Council Letterhead.

(I} The following information may be disclosed:
= The successiul guaters name,
+« Description of selected goods if applicable

« Reasons for selection

(m) Under no circumstances should any, commercial in confidence. information. be
disclosed,

4.3.2. Where the value of goods is less than $50,000 but exceeds $15,000

(ay A minimum of two quotes shall be obtained and recorded in Council's
Records Management System, unless circumstances do not allow (e.g. only
one supplier manufactures the product)

(b} Where two guotes cannot be obtained, the Department Director shall seek
approval of exemption by the General Manager.

ic) For services provided, quotes shall be obtained firstly from Councils
Supplier/Contractor Register

id) For goods purchased, Local Government Procurement Schemes shall be
utilised where possible.

{e) The guote deemed to provide best value for money 5hall be awarded.

4.3.3. Where the value of goods is less than 515,000 best judgement shall be used by
the purchasing officer to ensure best value for money IS, achigved. A competitive
process is not required, although at least one written quote i3 gbigined. The use of
“Purchase Cards” by authorised Council staff for minor, low risk purchases may be..

considered within this limit range.

4.3.4 Petty Cash sha g ke ejimb =1pj
tecordedin e pefly CASHIAQISter, Al purchases musl.be. providsd 1o the Finance

Officer — Accounts Payable with receipts and an attached petty cash form approved
by a supervisor. Records are to he kept in Council's Records Management System

Page 7 of 16
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MOTE: In the interest of maintaining efficiency in the purchasing process there are
some instances where the procedures outlined in this policy can be bypassed.
Exceptions to the required process include:

telephone accounts

glectricity accounts
subscriptions

credit and fuel card purchases
monthly rentals

insurance purchases

legal costs

paymentis to contractors
donations/contributions
statutory levees, fees and taxes
payroll deduction remittances

4 3.5 Variations:

« The General Manager has authorty to approve variations to contracts during
progress of works in accordance within the delegated authority to the General
Manager. Any varation exceeding the delegated limit shall be presenisd to
Council for consideration.

« If a variation [5_made to the works after the order has been placed, an
additional order shall be completed and a record of the reasons kept.

4 3.6. In all cases, goods or services purchased under a procurement scheme approved
for Local Government in NSW up to 150,000 shall he deemed to comply with these
requirements (i.e. State Government contracts, Regional FProcurement Initiative,
OROC).

4.3.7.1n no case shallprocurement.of werks/aoedsiservices be, artificially split into smaller

purchases in order to reduce procedure requirements specified above.

4 3.8. In cases of emergency the General Manager may approve purchases which are not
in accordance with the above providing records are written up as soon as practicable
explaining the circumstances and the action taken.

439 The lower limits specified should be considered as guidelines and where

appropriate more rigerous standards may be applied. For example, if there is potential
benefit in public tendering for works with less than $150,000 in value, then this

document does not preclude that action.

4. 3.10. Table 2 summarises the protocol to he followed in all purchasing decisions based
on the value of the purchase.

Page & of 16
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4.3.11 All purchases must to be made by completing a Purchase Order. Every order must
contain the following information:

« Mame and address of supplier

« Description of goods and sernvices

« Costing job number

» Price quotes

« Signed and dated by Authorising Officer

4.4, Workplace Health & Safety

Workplace Practices

Service providers and their employeses must comply with occupational health and safety,
workers compensation, compensation insurance, injury management and rehabilitation
obligations under legislation, relevant industry codes of practice, safety procedures in
applicable industrial awards and approved agreements, and the general law.

Workplace Health & Safety Management and Workplace Injury Management
Walgett Shire Council attaches a high priority to the continuous improvement of
occupational health and safety management and workplace injury management in
procurement for all construction and other industry paricipants.

Service providers shall have a demonstrated commitment to, acceptable performance
with, and systematic approach to, occupational health and safety management and
workplace injury management.

Workplace Health and Safety Compliance

Semvice providers and their employess must comply with their occupational health and
safety obligations under the NS Workplace Health and Safefy Act (2011), the Workplace
injury Management.and Workers Compensation AcLIN:3kY) and Regulations, workers
compensation insurance premium reguirements, relevant WHS industry codes of practice,
and safety and dispute settlement procedures in applicable industrial awards and
approved agresments.

Page 9 of 16

Page 18 of 230



WSC — Policy & Procedure — Procurement and Disposal

Accountability, roles and responsibilities
The General Manager, Directors and Managers are to ensure policy compliance.

5.1. Responsible Officer

« Chief Financial Officer
« Finance Officer Stores

Responsibility
+ All employees

Breaches of this Policy

. J-'-.ny occaslon where a Council staff member is not complying with this policy, the breach
Aty repordsd to the General Manager in writing.

* Where the report relates to the conduct of a Councillor, the General Manager shall
immediately report the matter fo the Mayor and, if considered necessary, to the next Council
mieeting.

* Where the repori relates fo the conduct of Council staff, the General Manager shall deal
with the matter according to the terms of employment of the Council staff member and in
accordance with the Local Government {State) Award 2014,

* Where a Councillor believes that the General Manager has failed fo comply with this policy,
the Counciller should immediately report to the Mayor who will then discuss the matter with
the General Manager and, if considered necessary, will report the matter to Council.

= Before areport iz presented to Council by the General Manager (or the Mayor), the General
Manager (or Mayor) should undertake preliminary inguiries tu eslahllsh Ihe fac:l:s The
plellmlnar'g.r |nueshgat|c|ns r|'|a1,|I 1ake any icln'n the ha

|n1.|'ul'..red Natural jusllce prln{:lples n&ed to be sallsﬁedln deallng vnlh an alleged breach

and the evidence musi be reviewesd objectively.

Disposals

Disposals
a) All assets, surplus stock and low value scrap to be disposed of by Walgett Shire
Council shall be publicly advertised for sale by:
« A setprice
« Tender
» Auction

b} Any disposal of goods with a market value of more than 150,000 should be made
fhrough an agent (e.g. real estate agent) by resolution of Council after inviting tenders,
expressions of inferest or at public auction.

¢) Council may decide via resolution or delegation to the General Manager to dispose of
aszefs via donation fo community organisations where appropriate.

d} All offers for the purchase of motor vehicles and motorised plant are to peJepoied to the
Plant Superintendent for recommendation to Council.

e} Any sale of land must be by way of public auction and follow the legislation in Local
Governmenf Act 71593, sections 35, 713 and 718.

Page 10 of 16
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|Delegatinn

Department Directors shall be responsible for the cost benefit evaluation and
disposal of selected items using the following methods:

» Trade-in where supplier offers fair value for item.

» Relocation to another project or job (redistribution of cost required).

» Relocation to another department within the arganisation.

» Use as spare parts (where practical).

« Recycling (Commercially or in-house).

« Dumping (where items have no economic value or are environmentally
undesirable)

» Invitation of public quotations or public auction (Registering and securing as
surplus item)

Sale Process

+  To ensure maximum net return of materials the Director will arrange for the valuation of
surplus items, by either independent assessment or estimation by experienced persons.
+ To ensure probity a third party shall.ge.Msed to perform auction sales.

Ethical Behaviour and Fair Treatment

Ethical Behaviour and Fair Treatment
Council officers engaged in procurement and tendering activities will at gll times undertake their
duties in an ethical and impartial manner.

Council officers must ensure that policy principles gre reflected throughout the procurement
and tendering process including activities such as buying without prejudice, effective
communication and provision of information fo all suppliers, declaring any conflicts of interest
and adhering to the Code of Conduct.
Canvassing of Councillers and staff during a formal tendering quotafion process will
automafically dizqualify that supplier.

Page 11 of 16
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Table 1 — Recommended Selection Criteria and Weighting

CRITERIA PLANT EQUIPMENT | SUPPLY OF OTHER- PLANT EQUIPMENT CONSULT- INFRASTRUCTURE SALE OF
VEHICLES MATERIALS HIRE AND OTHER ANCIES CONSTRUCTION SURPLUS
CONSUMABLES SERVICES MATERIAL
ETC
Capability 15 20 15 15 15 0
1(_techn_lc.al and
inancial)
Relevant 10 5 10 10 10 0
experience
Quality, safety 10 ) 10 10 10 0
and
environmental
management
systems
Urgent service 5 10 5 5 5 0
delivery
Price 60 60 60 60 60 0
Total 100 100 100 100 100 0

Note: Scores for Price shall.he.calculaied as (Lowest Price/Quoted Price x 60)
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Table 2 — Summary of Purchasing Protocol

ESTIMATED
CO3T oF
ITEM/PROJECT

MINIMUM PROCESS

AUTHORITY

COMMENTS

Ower 2250 000

Tender

Decision by
Council

Public advertising for
quotations iz essential. The
relevant Director is
responsible for the following;
Adverdising: Tenders must be
advertised through
TENDERLINE, Tuesdays
Sydney Morning Herald,
Walgett Spectator, Daily
Liperal, Council’s Webpage,
Council's Facebook page with
links to Facebook pages in
Lightning Ridge, Carinda,
Collarensbri and Grawin, and
radio station 2WEE See
Infarmation Services for
Tender Registration Number

$100,000-
$230.000

Two Quotes

Decision by
Director/ if
within
budget

Public adwvertisin for
quotations iz essenfial. The
relevant Director iz
responsible for the following
advertising: Walgett Sc?eclatm
Council's Webpage, Council's
Facebook page with links to
Facebook pages in Lightming
Ridge, Carinda Collarensbn
and ﬁlﬂ%ﬂ@%d Emailed to all
relevant Suppliers/Contractors
on Council's register See
Infermation Senvices for
Registration Humber

515,000 '
£100,000

Two Quotes

Under 515,000

Value for money. A
compefitive process is not
required, although at least
one verbal or writien quote
J%.gmainer; The use of
urchase  Cards" by
authorised Council staff for
minor, low risk purchases
i within

this limit range.

Decision by
Purchasing
Officer with
delegated
authority if
within
budget

Cuotes sought from
Supplier/Contractor Register

Ensure value for money

Page 12 of 1
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Table 3 Summary of Disposal Protocol

After the sbove procedures in section § for disposal of ifems have been used, please follow the
mimmum guideline sef ouf in the fallowing tabls.

ESTIMATED COST OF ITEM

MINIMUM PROCESS

AUTHORITY

Ower 3150000

Tender/Auction

Decision by Council or delegated
authority to GM

§50,000-5150,000

One Offer

Decision by G

Up to 550,000

One Offer

Decision GM or Director

MOTE: Public advertising for quotations is essenfial. The responsible Director will assess the

coverage of such public advertising.
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Definitions

Tenders — works exceeding the specified amount in Section 5% of the Local
Government Act (currently $250,000).

Quotations — work exceeding $15,000 in value but less than that specified as a tender

Request for Quote Documents — invitation to tender and guidelines, specification,
recommendation selection criteria, any other relevant information.

GST - Goods and Services Tax.
Council — Walgett Shire Council.
RFT — Request for Tender.

RFQ — Request for Quotation.

Acknowledgements

The fellowing acknowledgemeniz are made recognising organizations or documents that have
provided a basis, instructive comment or templates that have been used to develop Council's
Paolicy:

{a) Procurement and Tendering Policy — Gunnedah Shire Council

{b) Procurement of Goods and Services Pelicy — Liverpool Plaing Shire Council

{c) Procurement and Disposal Policy — Lachlan Shire Council

{d) Tendering Guidelines for HSW Local Government, NSW Department of Premier and
Cabinet Division of Local Government, October 2009

Page 14 of 16

Page 24 of 230



W3C — Policy & Procedure — Investment Policy

Version control and change history

Date Version Approved by Amendment
resolution No
2017 1 Council meeting Council meeting
for
Minutes No. consideration
and adoption
2017 2 Council meeting Council meeting
for review and
Minute Mo. adoption
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WSC - Procedure — Manual Handling

| SLIEE

SE¥.  MANUAL HANDLING POLICY AND
PROCEDURE

Approval Date:

Review Date: MNovember 2011

Responsible Officer: Corporate & Community\WHS Officer

Policy Statement needs to-be developad

Walgett Shire Council has a duty of care io protect its employees, coniractors and the community
from real or potential hazards in accordance with section &, part 2, division 1 of the Work Healith and
Safety Act 2011

Objective

To recognise Councils obligation to provide a framework compliant with the Work Health
and Safety Act 2000 2011 and the Work Health and Safety Regulation 20042017 in regards
to manual handling.

Council Policy Reference
Work Health and Safety

Statutory Requirements

Local Government Act 1993
Work Health and Safety Act 20002011
Work Health and Safety Regulation 20042017

Related Policy/Procedure

Work Health and Safety
Risk Assessment and Insurance
Work Health and Safety Manual

Government References

Workcover MSW Code of Practice for Manual Handling

Mational Standard for Manual Tasks (2007)

Mational Code of Practice for the Prevention of Musculoskeletal Disorders from Performing
Manual Tasks at Work (2007)

Page 1 of 8
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Definition

Manual handling covers a wide range of activities including lifting, pushing, pulling, holding,
throwing, and carrying. It includes repetitive tasks such as packing, typing, assembling,
cleaning and sorting, using hand tools and operating machinery, plant and equipment.
Hazardous manual tasks can include:

» repetitive or sustained awkward posture;

» sustained movement or application of force;

» the application of high force (such as hitting something with a hammer);

» exposure to sustained vibration {such as using a drill for an extended period);

» working with people or animals;

+ handling unstable or unbalanced loads;

» handling loads which are difficult to grasp or hold.
Manual handling injuries may include:

» muscle sprains and strains;

» injury to muscles, ligaments and intervertebral discs;

» soft tissue injury;

» abdominal pain;

+  chronig pain.

Identification, Assessment and Control Process

a) ldentify all positions in each depariment which, involve manual handling.

b) Undertake a task analysis of each position identified and by examination of the
postures, movements and forces involved in the task, the duration and frequency of
the task and environment factors and assess if the task is hazardous and likely to
cause a musculoskeletal injury.

¢) Implement control measures to eliminate or reduce the risk of musculoskeletal injury
through:

«  Altering the workplace or the environmental conditions where manual handling
tasks are camied out

« Change the objects used to carry out the manual handling task
«  Alter the systems of work used to carry out the manual handling task

« Use of mechanical aids.

Mote: If none of the above controls are practicable, information, training or instruction
in manual handling technigues may be used to control the risk.

d) Where the risk assessment indicates a risk of M3D, records of the method used to

assess the risk and the results of the assessment must be kept by the OHWHES and
BislchssassmentQfficer

Information Instruction and Training

Employees should have an understanding of the nature of hazardous manual handling, the
risks associated with tasks involving hazardous manual handling and the reasons why risk
controls have been set in place and how to use them.

Manual handling information, instruction and training must he. given to employees who:

Page 2 of &
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Carry out manual handling tasks as well as managers, supervisors and health and
safety representatives;

Select and purchase tools and equipment to be used in manual handling tasks;

Design manual handling tasks or systems of work, or the layout of a workplace where
manual handling is carried out;

Are involved in identifying hazardous manual handling and the assessment and
control of musculoskeletal risks.

The WHE&S aml—Risk-M-anag&menLDfﬁcer is able to assist in the assessment process and
the HR Officer will assist in the provision of manual handling training. Any training provided
for emplwees who are required to perform manual handling tasks Wi

to their supervisors.

Consultation

Council will consult with members of the OHESWHS Committee when undertaking hazard
identification, risk assessment and risk control processes.

Page 3 of &
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Risk Management

Risk ldentification
Identification of risks associated with manual handling should be undertaken by:

Reviewing the duties in the position description to identify manual handling risks;
Consultation with staff and supervisors;

Direct observation of work practices;

Inspection of the task or work area so that they can be examined and assessed;
Audit of manual handling control measures;

Examining workplace injury records, if possible, to identify where, and in what jobs,

manual handling injuries have occurred.

Fisk assessment should occur:;

Before introducing or modifying a manual handling procedure or practice,
After the risk identification process,

After a manual handling injury, and should take into account the following risk factors:
o Actions and movements required to perform the task

Workplace and work station layout

Working posture and position

Duration and frequency of manual handling

Location of loads and distances moved

Weights and forces of objects to be handled

Characteristics of loads and equipment

Work organisation

Work environment

Skill and experience

Personal characteristics such as stature, height, strength of the individual
Clothing which might be restrictive for the task

Any other relevant factor

0 oDo0oDoonoonoooo

Risk Control Measures
Risk control is the process of eliminating or reducing identified and assessed risk factors

and can be best accomplished by a combination of:

Job redesign

Mechanical handling equipment
Provision of training
Administrative controls

Care should be taken to ensure that further risks to health and safety are not created by the
application of control methods aimed at the reduction of manual handling risks.
Control options should include {in order of preference):

Remaove the need for manual handling

Modify the object, e.g. reduce the packaging size

Maodify the workplace layout

Rearmrange the materials flow

Use mechanical handling equipment

Use special tools or other devices

Use team lifting arrangements to modify actions, movements and forces required
Use particular training or instruction

Page 4 of &
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The degree of urgency for the implementation of the risk controls is determined by:
+ The risk involved —in terms of potential severity together with the likely consequences
» The frequency that the task is performed
» Simplicity of implementation of the risk controls
» Effectiveness of the risk controls implemented
» The cost of implementing the risk controls

+ Job redesign, e.g. modification of work practices, plant. equipment, containers taking
info account people dimensions

» Mechanical handling equipment including staff trials and fraining in the use of the
equipment

o Training in manual handling techniques

+ Administrative controls

Review

Ongoing monitoring and review is an integral part of risk management. After applying
controls to eliminate or reduce identified hazards, it is important to assess their
effe::weness SOITIE cnntruls mlght create other, umcee&nunforeseen hazards The

Recommendations Regarding Purchase and Use of Lifting Equipment

» All departments purchasing manual handllng equipment should contact the WHE&S
and Hisk Assessment Officer for advice prior to purchase and should ensure that it
complies with Australian Standards.

+ Managers and Supervisors should also ensure that load capacities are clearly
marked on all liting equipment and that the lifting equipment js ysed only for the load
capacity and purpose intended.

» Managers and Supervisors should ensure that staff are trained in the safe use of
manual handling equipment.

¢ The WH&S and Bisk Assessment Officer should ensure that risk assessments gfe,
conducted prior to using manual handling equipment.

Page S of &
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Appendix A

MANUAL HANDLING

SAFETY CHECKLIST

Manual handiing s 2 component of most work tasks. It may involve repetitive movements, Ifting and carmying loads,
and sedentary work such 8 usng & computer  Manual handing 5 2 maor factor in workplace imjunies.  Thes checkint
will help you address the manual handing Bsues n your workplace and reduce the sk of mpunes due 1o manual
handing  You shoukd nvolve you employees in Mikng out the checkint

Note: If you mark a NO box on the checklist you need to take action to make your workplace safer.

”“bh“m-h-hl”hﬁmdﬂ__‘
Name(3) of person(s) who completed checkiist: Initial:
Position titte: Company:

Work Tasks

Can ail matenals and equipment be kfted and carmed aasily? vs[J (]
Are mechanical aids such a5 trofieys, trofley jacks or horsty used? ves ] mo ]
Are workers tramed i manual handiing lechaques and the use of mechancal acds? vaJ ne[]
Work Equipement

Are work benches at » comfortable hesght? 'QD NoD
Are chaw backs and seat heghts adustabie? ve [ no[]
Is office egupment (such as computens screens, Oesk lamps) adjusted 10 avoed stram? MD NoD
Are storage shelves organised 10 mimimese bending and stretching? V-D NoD
Work Organisation

Is rotation of tasks used to avod repetitive work? MD NOD
s work planned 10 reduce pencds of high and low demand? V-D NOD
Are there susficaent rest breaks? v [J ne[J
Woek Area

s workspace adequate 10 enable ease of movernent? V.D NoD
Are work dems that are regudarly used within easy reach? m[:] No[:]
Is there sufficient area around machines or equipment 10 enable access for mamienance and

repant? V.D NOD

Note: In addressing manual handling issues you need to consider redesigning the work processes, work environment
or objects to be handied to efiminale manual handling risks. if it is not possible 1o eliminate the risks, you
need 1o provide mechanical akds and iraining to snsure work Is carried out In 2 safe manner.

For more information or assastance, go 10 the WorkCover website www, workcover.nsw.gov.au or contact the
WorkCover Asssstance Service on 13 10 50,

Page 6 of 8
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Appendix B

Manual Handling and Safe Lifting

Manual handling is cause an injury at work and includes lifting, camy, pushing and pulling
loads. The most serious manual handling injuries are back injuries, often caused by poor
liting techniques.

Safe Lifting

If manual lifting is required:

Do not lift it if mechanical assistance is available, or where possible use team lifting.

Avoid unnecessary bending — do not place objects on the floor or ground if they must be,
picked up later.

Avoid unnecessary twisting — turn your feet, not your hips or shoulders, especially when
bending.

Keep the load close to the body — handle heavy objects close to the body. Aveid a long
reach out to pick up an object.

Lift gradually — lift slowly, smoothly and without jerking.
Keep in good physical shape — get proper exercise and maintain a good diet.

Can | really lift it?
Before picking up a load, ask yourself these questions:
» Dol really need to lift this?

= Canthe obiect be moved by mechanical means?

= | ift.an 7
= How high do | have to lift it?

»  How far do | have to carry it?

= Wil this lifting be a regular part of my job?

= Am | trying to impress anyone by lifting this?

Follow these recommended steps for lifting:
= Paosition your feet correctly — as close as possible to the load.
» One foot goes next to the load and one goes behind it.
v Check your footing is secure.
»  Squat down keeping your head erect and your back straight.

» (Obtain a good grip firm grip of the load, hands diagonally opposite with the load in
the palm of your hands — fingers alone are too weak.

= Maintain a straight back keeping the upper part of your body erect and a straight as
possible.

» Do not stoop over or bend your back forward.

»  Keep your head erect.

» Raise the load by straightening your legs, keeping your back straight.

= Keep your arms in and the load close to the body.

v |f you must turn, don’t twist your body.

= Point your foot in the direction you are turning.

Page 7 of 8
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Procedure Review History

Diate

Changes Made

Approved By

Procedure Developed

Ray Kent - General Manager

Now 2022

Complete document review

Michael Uirguhart
General Manager
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WSC - — Entering Council Depots
o
f‘lﬁb’l ENTERING COUNCIL DEPOTS -
PROCEDUREPOLICY
Approval Date:
Review Date: Movember 20442022
Responsible Officer: Director Gorparate & Community SardessEngineering

! Technical Services

Policy Statement needs to be developed

Walgett Shire Council has a duty of care to protect its employees. contractors and the community
from real or potential hazards in accordance with section &, part 2, division 1 of the Work Health and
Safety Act 2011

Objective

To ensure that all persons (including Council staff) entering Council depots do so in a safe
manner.

Council Policy Reference
Work Health and Safety Policy

Statutory Requirements

Local Government Act 1993
Work Health and Safety Act 20002011
Work Health and Safety Regulation 20002017

Related Policy/Procedure
Work Health and Safety Manual

Page 1 of 5
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Entering Council Depots

The guidelines below haye been developed to ensure that visitors to the WSC depot do so
in a safe manner. Any person who does not work at the depot is considered fg be a visitor.

Visitors must report directly to the Stores Office on amival. Visitors are not permitied
to wander into the yard.

The visitor must notify the Stores Officer of the reason for being at the depot and the
person they may need to meet with. The Stores Officer will contact the person
required. If this is not possible the staff member will be directed to the location of the

person.
Put on a high visibility vest. These are available for visitors from the Stores Officer.

The Stores Officer may direct staff members to wear glasses, egr puffles muffis ora
hard hat.

Proper enclosed footwear muyst be wom.

The Council depots are pon smoking areas.
Any vehicles entering the depot area must proceed at 10 km per hour.

Failure to comply with these guidelines will result in disciplinary action.
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Appendix A
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Procedure Review History

Diate Changes Made Approved By
Procedure Developed Ray Kent - General Manager
Moy 2022 Policy review Michael Urguhart

il

Wianager

T ——
Eners
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|
4+, COUNCIL BUILDING WORKPLACE -

S
' EMERGENCY RESPONSE PROCEDURE

Approval Date:

Review Date: Movember 20412023

Responsible Officer: WH&S and Risk Managemaent Officer

POLICY STATEMENT

Walgeft Shire Council has a duty of care to protect its employees, confractors and the
community from real or potential hazards in accordance with section 8. part 2. division 1
of the Work Health and Safety Act 20002011

OBJECTIVES:

+ To ensure the health and safety of employees. contractors and members of the
community present in VWalgett Shire Council buildings during an emergency
sifuation.

«  Tocomply with current legislation and requlafions.

s+  Toensure response guidelines are in place for staff.

«  Tominimize the impact of emergency incidents on staff safety.

Objective

To protect the health and safety of employees, contractors and members of the
community from real or potential hazards present in Council buildings during an
emergency situation.

Council Policy Reference

Building Workplace Emergency Response Policy

Statutory Requirements

Local Government Act 1993
Vork Health and Safety Act 20002011
Work Health and Safety Regulations 20042017

Related Policy/Procedure

Fage 1 of 17
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Work Health and Safety Manual
Staff Traini
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Actions

1. Emergency Planning — the OHWH&S and Risk Managemant Officer will
develop, document and issue a set of Emergency Instructions for each
building, area or activity (See Appendix A). These instructions will be
developed in consultation with the Assets Officers and Manager/Supervisor

of the relevant area. Emergency instructions must:

» Address the risks of fire and serious injury

» |dentify any other emergency situations relevant to the particular area
or building

» List the steps to be followed in each case, including the method to be
used to initiate an evacuation of the building. This may include
verbally instructing people to evacuate, operating an evacuation siren

elc

» Making special provision for people with disabilities

2. Emergency Control Personnel — a Fire Warden will be appointed to each
area or building by the OHVWHE&S and Bisk Managemant Officer. Each Fire
Warden will identify suitable designated assembly points for evacuations in
consultation with the CHWH&S and Fisk Management Officer. Each Fire
Warden will be selected based on personal characteristics and availability
rather than by considerations related to organizational or reporting structure.

3. Emergency Floor Plans — A minimum of one (1) Emergency Floor Plan must
be prominently displayed on each floor of each building/area. The Council
administration building must display a minimum of five (5) floor plans on
each floor. Each floor plan must clearly illustrate:

s The name of the building and the floor level,
s The location of the plan itself ("You Are Here™) on the floor;
» The emergency exists for that floor

» The location of fire fighting equipment;
» The location of any break glass alarm; and

» The location of the First Aid kit.

Immediately next to the floor plan, a one page summary of the Emergency
Instructions must be displayed.
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Emergency Instructions

1. General Emergency Instructions — If you are the first person at the scene
of an emergency — Assess, Alert and Assist by doing the following:

1. Assess the situation for immediate dangers to your own safety
and take the appropriate steps

2. Alert persons around you, the relevant emergency services (000)

and the Fire Warden where possible

Assist any persons around you if it is safe to do so

4. Contain or combat the emergency only if itz safeto do soyou
have been trained to.

5. Evacuate o asafelocationthe designated assembly area

6. Motify the immediate supervisor or relevant director of the
incident. They should be netified of any incidents that are likely to
cause distress to the persons involved

L

2. Building Evacuation Instructions

All staff, contractors, consultants and wvisitors must do the
following if instructed to evacuate a building or area by means of an
automatic or manual alarm_or at the direction of a Fire Warden =

» Make all equipment safeGather your personal possessions only
(wallet, purse, phone gtc)
» Evacuate promptly from the building, closing doors behind you if

practicable

¢+ Assemble at the designated assembly point for that building or
area

» Report to the Fire Warden assigned to that area and await further
instructions

« Do not leave the area
« Do not smoke

o Follow instructions from Fire Warden or emergency services
personnel

All Fire Wardens must;

a) Initiate an immediate evacuation if there is an automatic
evacuation alarm or instruction to evacuate by emergency
services personnel

b) Investigate am emergency and decide if an evacuafion is
necessary if there has been a report of an emergency by others
or there is an indication of an incident or problem

c) Inthe case of an evacuation the Fire Warden must:
1. Follow the Emergency Instructions to initiate evacuation

2. Ensure that the appropriate emergency services have
been contacted by phone (000 for emergency)
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3. Put on the Fire Warden hat

4. Conduct a thorough search of the area advising people to
evacuate to the assembly point

5. Proceed to the assembly point

6. Determine whether the assembly point is safe and take
appropriate action if not

7. Determine if anyone may be missing

&. Report to the Emergency Services personnel and advise
the result of the area search and the head count

9. Take steps to prevent unauthorized persons from entering
the building if necessary

3. Bomb Threats

a) Written Threat — any Councilor or employee receiving a written
bomb threat must:

b)

4. Reporting

Avoid unnecessary handling of the letter, envelope, parcel efc;
Preserve the evidence by placing it into an envelope or sleeve
(preferably clear); and

Immediately report the matter to the Manager/Supervisor who

must contact emergency services (call 000) and the Fire
Warden.

Telephone Threat — The Manager/Supervisor must contact
emergency services (call 000) and the Fire Warden.

c) Suspect Object or Mail ltem — any Councilor or employee who
discovers a suspect object or receives a suspect item of mail
must:

Avoid handling the object or item;
Alert nearby people and retreat from the immediate area;

Immediately report the matter to the Manager/ Supervisor who
must contact emergency services (call 000) and the Fire
Warden.

All emergencies must be reported to the General Manager and the WHE&S and Risk
Management Officer. An Incident report must be completed and investigated.
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Appendix A

Mame of Area: Phone Mumber;
{Specific areabuilding)

Location: Phone Number:
{Wialg=tt, Lightning Ridge)

Fire Warden: Phone Mumber:

Designated Assembly Point;
(Give exact location of assembly point and attsch a map if possitle)

General Emergency Instructions
[Hen'eml:er Aszess, Alert and Assist, Evacuatz and notify your Supendisor)

Building Evacuation Instructions:
{In case you ars reguired to evacuate 3 building or area by means of autematic alarm or verbal order)
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Appendix B — Staff Emergency Booklet (inserts)

STANDARD FIRE ORDERS

IF YOU SEE FIRE OR SMOKE DO NOT PANIC OR SHOUT
REMAIN CALM - REMEMBER R.A.C.E

RESCUE PEOPLE: - From Immediate Danger

(If safe to do s0)

ALARM: - Call Fire Brigade — Dial 000
Provide Mame-, Address,
Mearest Cross Street,
Mature of Incident

CONTAIN FIRE - If practical, close all doors

& SMOKE: and windows
(If safe to do s0)

EXTINGUISH: - Only attempt to extinguish the
Fire using the appropriate fire
Fighting equipment
(If trained and safe to do so)

Prepare to evacuate if necessary.
Leave lights on.

Save records if possible.

The order in which these actions are performed will depend upon the
particular fire situation.

Page 7 of 17

Page 45 of 230



WSC - Procedure — Building Workplace Emergency Response

BOMB THREAT

REMAIN CALM: Treat call as genuine, record exact information,
prolong the conversation and do not hang up.

ATTRACT THE Do not alert caller to you actionsl
ATTENTION OF A et a second person to call 000 — Police and
SECOND PERSON: report the call.

BE ATTENTIVE: Note distinguishing background noises, music,
traffic etc. Note voice characteristics. Does the

caller know the building?

RECORD: Details Immediately
(Refer to Bomb Threat Checklist)

NOTIFY: Supervisor or Director

PREPARE: To follow instructions of Supervisor or Director.
Evacuate if necessary. Assist in search if
required.

IF OBJECT FOUND: Do not Touch
Report Find. Open doors and windows where
possible and evacuate area.
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BOMB THREAT CHECKLIST

Exact wording of threat:

Questions to ask:
When is the bomb going to explode?

Where did you put the bomb?

When did you put it there?

What does the bomb look like?

What kind of bomb is it?

What will make the bomb explode?

Why did you place the bomb?

What is your name?

Callers Voice
Sex of caller: Male f Female

Callers voice: Asian American English Australian European Other
Voice: Loud / Soft Other Speech: Loud / Soft Other
Impediment: Lisp Stutter Other Manner: Calm Emotional Other

Did you recognize the voice? Yes /! No
Was the caller familiar with the area? Yes ! No

Threat Language

Well spoken Yes /No Incoherent Yes /Mo Taped Yes /! MNo
Message read by caller Yes / No Abusive Yes/No
Other

Background Noises:

Local call STD Music

Voices Street noise Aircraft

House noise Machinery Other

Call Taken:

Time Date

Duration of call
Additional Information:

MNumber called

Call taken by

Signature
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PERSONAL THREAT

REMAIN CALM: Do not panic or shout, avoid eye contact,
do not make any sudden movements.

DO NOT TAKE RISKS: Hand over whatever is requested.
Do not do anything which may
antagonise the assailant.

DO ONLY WHAT Do not volunteer other information.
YOU ARE TOLD:

OBSERVE Face, height, voice, clothing, tattoos,
OFFENDER’S Jewellery, items touched
CHARACTER: Also Note: Type of vehicle used for

escape, registration number if possible
and direction of escape

ALERT: Other staff members if safe to do =0

TELEPHONE: Police, Dial “000" from the nearest
extension. Give your location, name and

request urgent assistance

RECORD: Immediately assailant has departed,
write down all details which may be
relevant
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MEDICAL EMERGENCY

IN THE EVENT OF A CARDIAC ARREST OR THE NEED FOR URGENT
MEDICAL ASSISTANCE.

REMAIN CALM: Do not panic

ASSESS PATIENT: Danger
Response
Alrway
Breathing
Circulation

RAISE ALARM: Call for Help
Do not leave the patient
Call an ambulance “000"
Frovide Name, address, nearest cross
street, nature of the incident

COMMENCE: CPR (Cardiopulmonary Resuscitation)
ar
First Aid as required, if trained

FIRST AID KIT LOCATED:

On wall in the kitchen
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EMERGENCY TELEPHONE NUMBERS

Fire Brigade

Police

Ambulance

R.F.5

5.E.S.

Walgett Hospital

Lightning Ridge Hospital
Collarenebri Hospital
Aboriginal Medical Service
Country Energy

Council On-Call

Name of Business
Street Address
Town

Nearest Cross Street
Nature of Incident
Number of Persons

000

000

000

000

132 500

6828 6000

6829 1022

6756 4888

6828 1611
132356 or 132080

0428 420 588

Walgett Shire Council
77 Fox Street
Walgett

Euroka Street
Fire, Medical etc,

Trapped or injured eig
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EVACUATION

EVACUATION IS5 THE RAPID REMOVAL OF PEOPLE FROM IMMEDIATE OR
THREATENED DANGER IN A SAFE AND ORDERLY MANNER.

REMAIN CALM: Do not Papic

TRAINED FIRE WARDENS WILL GUIDE YOU OUTSIDE

ALERT: Fellow Employees
Ensure Emergency Services has been alerted

ASSEMBLY: dmestesteatrop e FROMTOE BLIE DG

..............................

assembly area for all staff is on the grass
area. in Gray Park.

TRAINED FIRE WARDENS WILL BEGIN THE FOLLOWING

EVACUATE: 1. People in immediate danger
2. People out of immediate danger
3. Qut of Section of Building
4. Total Evacuation of Building

CHECK: All rooms, especially toilets and storage areas,
behind doors, upstairs, all offices eig
RECORDS: Healetodoso save asmanyrecordsas

pessibleDo not stop to gather anything apart
from your own personal possessions, wallet,
phone, handbag eic

HEAD COUNT: Wardens will conduct a head count
DO NOT leave the assembly area until told to
do so by the Warden
DO NOT re enter the building until cleared and
told by the Fire Brigade

REPORT: To the Chief Warden
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Notify Emergency Service of any persons
unaccounted for
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EXTERNAL EMERGENCY

AN EXTERNAL EMERGENCY COULD BE CAUSED BY NATURAL
DISASTERS, BUSHFIRE, EARTHQUAKE, FLOODING, MA.JOR ROAD
ACCIDENTS, AIRCRAFT CRASH, CIVIL DISTURBANCES ETC.

CONTACT: The person receiving notification of a disaster
should contact the relevant emergency service
if assistance is required.

PREPARE FOR: Evacuation if considered necessary.

lzolate sepdces suchaselecticygasand
R

ADVISE: Fellow workers of the situation.

Calmly explain the situation and how it will
affect them.

RECOVERY: Plan how you will recover from the disaster.
Have continuity plans.

DO NOT USE TELEPHONES - WAIT TO BE CALLED.
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INTERNAL EMERGENCY

OTHER THAN FIRE / SMOKE, AN INTERNAL EMERGENCY COULD BE
CAUSED BY EXPLOSION, ELECTRICAL POWER FAILURE, WATER SUPPLY
FAILURE, SPILLAGE OR LEAK OF HAZARDOUS SUBSTANCES, ILLEGAL

OCCUPANCY

REMAIN CALM: Do Mot Panicl

ALERT: Call “000” (If appropriate)
State exact location and nature of the
emergency.

Give your name.

RESTRICT ACCESS: To affected Area.

DO NOT ATTEMPT ANY ACTION WHICH PUTS YOUR LIFE IN DANGER.

Follow instructions of the warden.

Prepare to evacuate if necessary.

ESSENTIAL SERVICES FAULTS:

Essential Services faults include faults in electricity water, gas, telephones,
plumbing, security services or computers.

PROCEDURE:

» When an essential service is faulty or fails, the warden is to be notified.

» After assessment of failure, a decision is made on the urgency of the matter.

o [|f the situation or the likely consequences are considered urgent,
appropriate action should be taken immediately.

# |f the situation is non-urgent, appropriate action should be taken as soon as
possible.
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Procedure Review History

Date Changes Made Approved By
Procedure Developed Ray Kent - General Manager
Nov 2022 Policy review Michael Urguhart

General Manager
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Closed Circuit Television (CCTV) Workplace Surveillance
WSC — Policy/Procedure — Closed Circuit Television (CCTV)

IR
)

G

| WALy

CLOSED CIRCUIT TELEVISION
(CCTV) WORKPLACE SURVEILLANCE POLICY &
PROCEDURE

Approval Date: Add =
Review Date: Add = 7?7Every 12 months
Responsible Officer: GM

POLICY STATEMENT

Walgett Shire Council supports the implementation and operation of a CCTY network in and around
Council Premises to enhance the safety and security of employees, visitors and property while
protecting the individuals’ rights to privacy.

CCTV consists of dedicated high-resolution cameras providing continuous real time surveillance of
Council properly and public places. The primary use of CCTV is fo discourage the occurrence of
unlawful activity and enhance the chances of apprehending offenders. The policy also includes motor
vehicle and *Lone Worker” fracking.

OBJECTIVES:
The Objectives of the Walgett Shire Council CCTV and fracking system are: —mmEm

+ To act az a deterrent for the prevention of vandalismi, graffii and damage fo property.

# To permit the controlled provision of information by Council to authorised security and —-----"
agencies such as Police and the courts to enable the development of effective response fo
recorded and or observed incidents.

# To use as a fool to support the Police in venfying incidents and suspect aclivities and
progecuting offences.

+* To assist compliance with work, health and safety requirements; legislative obligations; and —------
ensure appropriate standards of perfformance and operaticns by council sfaff.

The CCTV site includes all public places, Council land and buildings, including those areas occupied
by public faciliies such as Administration Centres, swimming pools, libraries, work depotis, water
and sewer treatment facilities.

Surveillance alse includes fracking of motor vehicles for lone worker protection, asset management, —------
recording of plant hire use for diesel fuel rebates and general maintenance of plant.

SAdd=Workplace Surveillance .ﬁ.c:t EU{IS
fAdd=Workplace Surveillance Regulation 2005
Add=Workplace Surveillance Devices Act 2007
Add=WHS Act 2011 & WHS Regulation 2017
Protection of Environment Operations Act 1997
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Commonwealth Privacy Act 1958

fAdd =~ Related Policies{asa-heading)

Add=Use of Infternet & Email Policy

Add = Code of Conduct Policy

Lgd = Dalavand WHE Dolicige

Add=\Workplace Surveillance Policy

Add = FEmployee Grievance Disputes Discipline Policy
Add=FRelevant Local Government State Award

fdd=Code of Ethics - Australian Security Industry Association Ltd
Add=Customer Services & Complaints Handling Policy

DEFINITIONS: e

Camera: includes an electronic device capable of meonitoring or recerding visual images of
actlivities on premises or in any other place

Employee: a person working for Walgett Shire Council, including confractors and volunieers
Law enforcement agency means any of the following:

a) NSW Police,

b) A police force or police service of another state or territory,

c) The Ausfralian Federal Paolice,

d) The Police Integrity Commission,

&) The Independent Commission against Corruption,

f} The Mew South Wales Crime Commission,

g) The Australian Crime Commission,

h) The Department of Corrective Services,

i) The Department of Juvenile Justice,

iy Any other authority or person responsible for the enforcement of the criminal laws
of the commonwealth or of the state,

k] A person or body prescribed for the purposes of this definition by the regulations. .-

Swurveillance: means surveillance of a workplace by means of a camera that monitors or records

Unlawful activity means an act or omission that consfitutes an offence against a law of this state or —-. . __
commonwealth,

Council facility means premises, or any Council properiy, which is visited by members of the
general public, where employees work, or any part of such premises or property.

PURPOSE:

The purposes of the Walgett Shire CCTV and tracking System are:

* To operate accerding to recognized standards such as the NSW Government CCTV
guidelines and privacy provisions, such as the coperafions will not provide for private
individuals requesting copies of vision.

« To operate with efficiency, imparfiality and integrity

* To operate with regard to the public requirements for due care, confidentiality and respect.

Council conducts workplace surveillance in a number of different ways and for a variety of
purposes. This is considered necessary and appropriate to ensure:

. the health, safety and welfare of individuals so far as is reasonably practicable
. the integrity and security of Council’s systems, networks and assets
. the continuous attainment of appropriate standards of performance and operations
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by Council, and
* compliance with Council’s legal obligations.

. The use of workplace surveillance has a range of benefits o Council and the people
with which it interacts (including Employees) as it has the potentialfo:

. deter vandalism, theft or acts of violence

. reduce the risks associated with security incidents

. assist in identifying those responsible for criminal orinappropriate conduct,
* provide additional support and assistance to Employees in certain

situations or =scenarios.

= previous attempts at perfformance improvement procedures have not been successful
and the employee has been sufficiently warned that monitoring may occur.

& Any grievance orissue associated with the application of this Policy shall be dealt with -
in accordance with Council's Grievance Handling Policy, Disciplinary Policy and/or the Award.

= Council will adopt a consistent and efhical appreach to the implementation and s
conduct of workplace surveillance.

The procedure for assessing the need and implementation of CCTV and tracking is as follows:
a) Demonstrate Meed for CCTV

# Documented evidence of high risk of unlawful incidents ococurring or reoccurring or
prima facie evidence of serious misconduct.
b} Develop and Record Implementation Strategy
* Record a proposal for installation, including:
*  The specific purpose of CCTY monitoring;
# The physical area to be placed under CCTY monitoring.
*  Motor Vehicle tracking
c)  Approval for Implementation
= Approval fo be obtained from the General Manager
d} Implement CCTY Facility, including staff training
*  CCTV register will be maintained by the CFO/Director Corporate Services
» All viewing to be recorded into CCTV register, identifying the need to view the
recording, who was present and date
«  Approprate signage will be installed and recorded in the CCTV register
« LUnlawful activity captured and identified in recordings will be investigated and
reported to the Law Enforcement Agency as considered necessary or to Council's
General Manager and / or Human Resources in the matter relating to a council
employes
e} Monifor
=  Monitoring will be on ‘as needed’ basis, including a review of the CCTV registers and
motor vehicle fracking program

SUPPORTING INFORMATION:
Other procedural information on the use of CCTV and tracking is as follows:
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+ All data collected using this system, including images, will be managed in accordance
with the provisions of the Commonwealth Privacy Act 1983, Workplace Surveillance
Act and Regulation 2005, and the relevant Council pelicy relafing to the control of
private information.

= All persons involved in the cperation of the system are to exercise care to prevent
improper disclosure of material.

¢+  Cameras will not be hidden and as far as possible will be placed in public view except
for operational requirements.

# Signs that CCTV cameras are operating will be displayed at key locations. The signs
will make people entering Council workplaces aware that CCTV systems operate
within the Council.

#  The Policy will be available in Council's Peolicy Register. The introduction of the
system (or any subsequent changes) will be publicized through the use of the Council
notice boards for a period of two weeks.

*  The system will operate in a manner that is sensitive to the privacy of people working
in the area.

* Persons authorized o access the operations of the cameras will receive fraining in
the varying degrees of privacy afforded by Council, public, semi public and privaie
premises within @ mixed Council workplace and public access domain such as
swimming pools and recreational parks.

# There may be circumstances where the Law Enforcement Agency may wish fo
conduct a pre-planned operation at Council workplaces. The General Manager or
nominated Director may authorize the use of this system to support these operations;
provided it is done within the provisions of this Policy and a representative of the Law
Enforcement Agency iz present in the roem for recording for the full duration of the
operation.

= Awritten record will be maintained of any use of the system at the request of the Law
Enforcement Agency. This record will include details of the Law Enforcement Agency
Officer making the request, details of the time and date of the request and reasons
for the request.

* The level of Law Enforcement Agency response to incidents will be determined the
Law Enforcement Agency and will be subject to the varous priorities at the time the
incident is reported. The Council has no control over the prierity allocated by the Law
Enforcement Agency.

# Al incidents requiring attendance by the Law Enforcement Agency or other
emergency services will be reported to the General Manager, as soon as possible.

#  Any use of this system or materials produced which is frivolous, or for private
purposes, or is otherwise inconsistent with the objectives and procedures outlined
within thiz Policy will be considered gross misconduct. Any Council employee
involved in incidents of this fype will face appropriate disciplinary action in accordance
with the relevant Council policies, awards, agreements, and Workplace Surveillance
Act and Regulations 2005. A 24-hour record is kept of event activity in the recorder
of the CCTY units.

* Az council employee confidence in the system is essenfial, all cameras will be
operational. An appropriate maintenance program will be established and under no
circumstances will “"dummy” cameras be usedsuad.

¢ Council may use surveillance information for measuring, assessing and
improving the productivity of Council as a whole.

o Data gathered from Council's surveillance information will not be used
A% a primary resource in performance management action relating to a
specific employes or a group of employees. Where an issue arises in
relation to an employee’s conduct or work performance, the data may
be used to highlight areas for improvement during a discussion
between Council, the employee and the employee’s representative to
determine appropriate improvement strategies e.q. training.
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o Except in instances of alleged serious misconduct, surveillance

information will only be used during an investigation or as part of a

disciplinary process after ad other attempts fo correct poor conduct or

waork perfermance have failed and the employee has been sufficiently

warned of the consequences of confinued poor performance.
Introduction —msees
This document details the management of closed circuit television system (CCTV) and tracking
devices. The system iz implemented by Council to assist in the protection of employees and visitors
to the Council facilities or workplaces as well as providing enhanced security for Council assets and
if necessary improving the productivity of Council.

The CCTY and tracking system will be managed in accordance with all relevant external regulations
such as Workplace Surveillance Act 2005 and Council policies. The conditions applied to the use of
the system, including the storage, disposal and access to images and the storage of information, are
detailed within this Policy.

Where appropriate, a Law Enforcement Agency may be asked to investigate any matter recorded
by the CCTV system which is deemed to be of a criminal nature.

This policy will detail instances of activity by the Council that are covered by the surveillance
provisions: camera surveillance; and tracking surveillance.

Policy
CCTV surveillance

Walgett Shire Council will use CCTV to enhance the safety and security of employee’s visitors and
property, while protecting individuals' rights to privacy.

CCTV consists of dedicated high-resclution cameras providing continuous real time surveillance of
Council property. The primary use of CCTV is to discourage the occurrence of unlawful activity and
enhance the chances of apprehending offenders.

Tracking surveillance

Tracking devices come in many forms and can be fixed (i.e. to a vehicle) body or handheld. The
devices can be used by Council fo provide ocperational andfor safety information related to the
exercise of a function of Council and matters relating to serous misconduct by a council employee.
Requirements for tracking surveillance

Council will install vizible signs in all vehicles fitted with tracking devices to inform all vehicle users
that surveillance tracking is being carried out.

Definitions
camera includes an electronic device capable of monitoring or recording visual
images of activities on premises orin any other place.

employee a person working for Walgeit Shire Council, including confractors and volunieers
law enforcement agency means any of the following:

HSW Palice, —mmes
a police force or police service of another State or a Territory,

the Australian Federal Police,

the Police Integrity Commission,

the Independent Commission Against Corruption,

the Mew South Wales Crime Commission,

the Australian Crime Commission,

the Department of Corrective Services,

the Department of Juvenile Justice,

any other authority or person responsible for the enforcement of the criminal laws of
the Commonwealth or of the State,

a person or body prescribed for the purposes of this definition by the regulations.

TrFa s Qn e

=
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Surveillance means surveillance of a facility or workplace by means of a camera that
monitors or records visual images of activities on premises or in any other
place,

umfawTul activity means an act or omission that constitutes an offence against a law of this
State or the Commonwealth.

Council facility means premises, or any Council property, which is visited by members of the
general public, where employees work, or any part of such premises or
property_

Tracking surveillance - is surveillance by means of an electronic device the primary purpose of
which is to monitor or record gecgraphical locafion or movement {such as Global Positicning System
tracking device) for a motor vehicle or employee.

The Act — The Workplace Surveillance Act 2005

Responsibility

Amendments or extensions to the Policy will only take place after appropriate consultation and
approval of Council. Where specific arangements are established for surveillance of an area, a
written record of the agreed procedures will be made.

The General Manager may approve minor changes to the system that do not have a significant
impact em the intent of the Policy or the procedures established te monitor adherence with its
provisions.

The CFQ/Director Corporate Services or his delegate is responsible for the CCTV and employee
tracking:

+ managing compliance with this Policy, including compliance by employees and visitors
engaged to work on the system.

¢ the day-to-day management of the system and associated processes. In particular,
responsible for Law Enforcement Agency liaison, compliance with the Policy and Operational
Manual by employees or any other authorised person, employee training, the preparation of
reports and the evaluation of the system performance.

The Director Works or his delegate is responsible for plant and fleet vehicle tracking:

managing compliance with this Policy, including compliance by employees and visitors engaged fo
work on the system.

¢ fthe day-to-day management of the system and associated processes. In particular,
responsible for Law Enforcement Agency liaison, compliance with the Policy and Operational
Manual by employees or any other authorised persen, employee training, the preparation of
reports and the evaluation of the system performance.

The Information Technology Coordinator is responsible for: ———e
= Managing the cameras and recording, ensuring that only authorizsed personnel are given
access. A record will be kept of all personnel accessing the CCTY recorders.

HOTICE OF SURVEILLANCE

Section 10 {4) of the Act requires organisations to meet the following five elements relating to the
provision of prior notice in writing to employees. They are as follows:

The kind of surveillance to be carried out
Camera and tracking surveillance will be carried out by Council.

How the surveillance will be carried out
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Council will use overt cameras, tracking devices and any other similar surveillance methods
permitted by the Act that Council deems appropriate from time fo time.

When surveillance under this policy will commence
Surveillance under the Act and reflected in the policy is effective 14 days after the day this policy is
distributed to affected employees.

If the surveillance is continuous or intermittent
The surveillance will be a combination of beth continuous and intermitient, dependent upon the
means of surveillance being used.

If the surveillance is to be for a specified limited period or ongoing
The vanious means of surveillance covered by this policy will be ongoing

NOTIFICATION TO EMPLOYEES -
Motification to employees of this policy will be in writing or by email which constitutes notice in writing

for the purpose of complying with the Act. Exisfing employees of Council shall be notified of the
installation and intent of surveillance measures through the dissemination of this policy.

Workers yet fo commence with Council ghall be given notification of this Surveillance Policy as part
of their offer of employment. By accepting employment with Council the employee will be consenting
to the conduct of surveillance in accordance with this policy, immediately upon the commencement
of employment with Council.

There iz an exception to official notification in circumstances where employees have agreed to the
carrying cut of surveillance for purposes other than the surveillance of employees. This situation
would cover, for example, security cameras that are placed in public places, such as the library,
lobbies.— corndors, courtyards, car parks or lifts, for the safety of residentsiratepayers.

Procedure -
The procedure for assessing the need and implementation of CCTV or tracking is as follows:

1. Demonstrate Meed for CCTV or Tracking
« Documented evidence of high risk of unlawful incidents occurring or re-occurring.

2. Develop and Record Implementation Sirategy
Record a proposal for installation, including:
= The specific purpose of CCTV or Tracking;

= The physical area to be placed under CCTV or Tracking monitoring

3. Implement CCTV or Tracking System, Including Staff Training
« CCTV register will be maintained by the Information Techneolegy Coordinator

« All viewing to be recorded into CCTY register, identifying the need to view the recording,
who was present and date

« Appropriate signage will be installed and recorded in the CCTVY register.

«  Unlawful activity captured and identified in recordings will be investigated and reported fo
the Law Enforcement Agency as considered necessary

4. Monitor
= CCTY monitoring will be on @ monthly basis, including a review of the CCTV registers.

= Plant and Fleet Tracking will be on an as nesds basis.

5. Review
= The policy is to be reviewed every two years.

Other procedural information on the use of CCTW or Tracking Systems is as follows:
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¢+ All data collected using this system, including images, will be managed in accordance with
the provisions of the Commonwealth Privacy Act 19338, Workplace Surveillamce Act and
Regulation 2005 and the relevant Council policy relating to the control of private information.

+ All persons involved in the operation of the system are to exercise care to prevent improper
disclosure of material.

« Cameras will not be hidden and as far as possible will be placed in public view.

* Signs will be displayed at entry points to the CCTY camera monitoring area. The signs will
allow people entering Council facilities and workplaces o be made aware that CCTV systems
operate within the facility.

¢ Intreduction of the system (or any subsequent changes) will be publicised in the local
newspaper for a period of 14 days.

* The system will operate in a manner that is sensitive to the privacy of people working or
visiting the area or facility.

« Persons authorised to access the operations of the cameras will receive training in the
varying degrees of privacy afforded by Council, public, semi public and private premises
within a mixed Council workplace and public access domain such as swimming pools,
libraries and recreational parks and gardens.

* There may be circumstances where the Law Enforcement Agency may wish fo conduct a
pre-planned operation at Council facilities or workplaces. The General Mamager or
CFO/Director Corporate 3ervices may authorize the wse of this system to support these
operations, provided it is done within the provisions of this Peolicy and a representative of the
Law Enforcement Agency is present in the room for recording for the full duration of the
operation.

« A written record will be maintained of any use of the system at the request of the Law
Enforcement Agency. This record will include detailz of the Law Enforcement Agency Officer
making the request, details of the time and date of the request and reasons for the request.

# The level of Law Enforcement Agency response to incidents will be determined by the Law
Enforcement Agency and will be subject to the various priorities at the fime the incident is
reported. The Council has no control over the priority allocated by the Law Enforcement
Agency.

+ All incidents reguiring attendance by the Law Enforcement Agency or other emergency
services will be reporied to the General Manager, as scon as possible.

« Any use of this system or materials produced which is frivolous, or for private purposes, oris
othemwise incongistent with the objectives and procedures cutlined within this Policy will be
considerad gross misconduct. Any Council employee involved in incidents of this type will
face appropriate disciplinary action in accerdance with the relevant Council policies, awards,
agreements, and Workplace Surveillance Act and Regulations 2005. A 24-hour record is kept
of event activity in the recorder of the CCTV units.

Uze and disclosure of surveillance information

Surveillance information means information obiained, recorded, monitored or observed as a
conseguence of surveillance in a workplace. Surveillance information will enly be usedfdisclosed for
legitimate employment/business purpose or in connection with suspected corruption, illegal activity,
maladministration, misuse of Council resources and imminent threat of serious violence to persons
or substantial damage to property, in accordance with Section 18 of the Act.

Whilst information obtained from surveillance devices will not be used for this sole purpose, it may
be used by Council as part of investigations for disciplinary purposes and as evidence during any
disciplinary interviews in compliance with the disciplinary procedures within the relevant industrial
award. Other than identified responsible Managers as outlined in this policy, surveillance records
will not generally be made available to Managers, Directors unless a valid request (as outlined
above) for access and use of surveillance records is submitted. Such a request must be submitted
to the General Manager for approval.

Training
Code of Conduct
System operation
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Code of Ethics
Email & Internet Access
Workplace Surveillance

Reporting

Breaches of this Policy and of security must be subject to proper investigation by the CFO/Director
Corporate Services. The CFO/Director Corporate Services shall be responsible for making
recommendations fo the General Manager to remedy any breach which is proved or evidenced.
Council reserves the right to apply disciplinary sanctions for breaches, up to and including referrimg
the breach to the Law Enforcement Agency. Complaints regarding the CCTY or Tracking system
and its operation must be made in writing in accordance with Council's Customer Services &
Complaints Handling or Employee Grievance Disputes Policies.

Date of Review Changes Made Approved By

August 2015 Formally Adopted GM Greg Ingram -

Eebruapy 2027 Formally Adopted Councilii ---
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SAILEE

d&¥. RECORDS MANAGEMENT FOR
"~ _OUNCILLORS POLICY & PROCEDURE

Approval Date:
Review Date: Movember 2011
Responsible Officer: Director Corporate and Community Services

POLICY STATEMENT

WS5C is committed fo providing Councillors with appropriate access to records created by Council
and to ensure that records created or received by Councillors grs managed in accordance with
legislative requirements.

OBJECTIVES:

*  To ensure that at all times WSC complies with the NSW Local Government Act 1993, NSW
State Records Act 1998, NSW State Records Regulation 202185, Freedom of Information
Act 1989 and the Privacy and Personal Information Act 1995 in relation to the provision of
Records Management.

* To ensure records created or received by Councillors gre manaqed throughout their lifecycle
in_a manner that ensures continuing access to information for all relevant stakeholders.

To ensure that WSC Councillors have aporopriate-—auihodsed and fimely access to
information.

*  Tocleary defing best practice procedures for the guidance of Councillors and o meet the
highest level of public accountability.

Objective

WSC is committed to providing Councillors with appropriate access to records created by
Council and to ensure that records created or received by Councillors gre managed in
accordance with legislative requirements.

c il Policy Ref
B M ¢ Policy forC -

Statutory Requirements

Local Government Act 1993

State Records Act 1998

State records Regulation 2005

Government Information (Public Access) Act 2009
Privacy and Protection of Personal Information Act 1998
Evidence Act (N3W)1995

FPublic Sector Employment and Management Act 2002
Public Finance and Audit Act, 1983

Commonwealth Copyright Act 1968

Australian and International Standard AS 150 15489 - 2002, Records
Limitations Act 1969 (NSW)

General Disposal Authority (GDA 10), 2000

Privacy and Data Protection Bill, 1994
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Fublic Finance and Audit Act, 1983 and Treasury Directions
Electronic Transaction Act, 2000

Related Policy/Procedure

Code of Conduct

Records Management

Access to Information

Privacy and Personal Information Protection
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1 State Records

1.1 Some Councillors’ records are Siafe records

Fublic offices are bound by the Stafe Records Act 1925 which, establishes rules for best
practice for recordkeeping in W3SW Government, encouraging fransparency and
accountability. Councils gre jdeniifisd as public offices under the Act (section 3(1)). When
dizcharging functions of Council, Councillors are subject to the State Records Actwhen thay
create or receive ‘State records’.

A State record is “any record made and kept or received and kept, by any person in the
course of the exercise of official functions in a public office, or for any purpose of a public
office, or for the use of a public office’ (section 3(1)).

1.2 Examples of Stare records

Examples of State records include (but are not limited to):

. commespondence, including emails, regarding building and development matters;
. a petition received from a community group;

. declarations concerning a Councillor's pecuniary interests;

. speech notes made for addresses given at official Council events; and

. complainis, suggestions or enquiries by rate payers about Council services.

1.3 Examples of records thar are not Stare records

Conversely, 1 i I il
i i i i| are not considered to be State records for the purposes of
the Stfate Records Act 1996.

Examples of records that are not State records include (but are not limited to):

. records relating to political or electoral issues e.9. lobbying for votes, supportive
emails from members of the community regarding elections or political stances;

. communications regarding matters of personal/general interest rather than Council
interest e.g. information from environmental or other interest groups not specific to
issues being considered by Councillors or Council;

. records relating to attendance at sports functions, church fetes, community functions
when the Councillor is not representing Council;

. Bersonal records of councillors such as personal emails, character references for
friends, nomination for awards, letters to local newspapers gic that are not related to
Council business.

2 Creation and Capture of Records

2.1  What records o create and capiure

Councillors should create and capture full and accurate records of any significant business
undertaken in the course of their official duties for Council. Significant business can include:

. providing advice, instructions or recommendations,

. drafts of documents for Council containing significant annotations or submitted for
comment or approval by others,
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. comespandence received and sent relating to their work undertaken for Council.

Council is responsible for;

. creating and capfuring records of Council or committee meetings where the Council
is the secretary,

. capturing, any State records it sends to Councillors regarding Council business.

2.2  Creartion of records of a confidential nature

On some occasions Councillors gre approached. and. asked 1o keep matters, discussed
relating to Council business confidential. All confidential conversations/correspondence

must.be. recorded. and. registered. into. Councils. resordkeening, systems. if. ihey. refer.to
M&M@W&M&mmmmm

. These records may sfill need to be,
the Gowvernment information (Public
Access) Act 2008 or 5.12 of the Loca! Govemment A-:f 1483,

2.2 How 1o creare records

Council has a number of paper and electronic templates available for Councillors to create
faxes, letters and memos while conducting business for the Council. These will assist
Councillors in ensuring that the essential information js recorded.

Details of significant advice, commitments gic made during telephone or verbal
conversations or via SMS should, be recorded wsing the Council's standard file note
template. Motes in Councillors’ diaries are generally not adequate where there are
recordkeeping requirements: they should be converted into a formal file note. These records
should be mads as soon as possible after the event to ensure the information is accurate.

2.2 How ro capiure records

Records of Council business that are created or received by Councillors (with the exception
of those sent from Council as they are already captured) should be given to the Records
Department so they can be registered into Council's TRIM recordkeeping systems as soon
as is practicable so that Council can assist with their long term management.

2.3.1 Paper records

Records created or received in paper format should be forwarded to the Records
Department. If records are of a sensitive or confidential nature, the Councillor should alert
the Director Corporate Services Eecords Manager to this fact so that appropriate security

controls ¢ap,be. applied.

2.3.2 Email and electronic records

Email and other electronic records shguld be fonyarded to the Records Department prom ptly
for reqgistration. If records are of a sensitive or confidential nature, the Councillor should alert
the Director Corporate Services Eecords Manager to this fact so that appropriate security

controls Gan he. applied.
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2.3.3 Councillors' copies

If a Councillor retaing copies of any records once the originals haye been fonyarded for
registration, these should be retained only while needed for current Council business. Once

the copy is no longer ngeded it should be forwarded to the Records Department for
destruction.

It is important to recognise that these copies shauld be treated like the originals with regard
to security controls applied.

3 Registration of records by Council

21 Counciltors' mail (including email)

Allincoming mail for Councillors received at Council with no privacy markings will be opened,
by Records staff. Mail considered tg be g State Record will be registered in TRIM before
being forwarded to the relevant Councillor. Mail with privacy markings is registered.in. a.,

Wﬂte fEUJStEF huf tﬂrwamed 19 the GGQHE!LWM&%&&Q Mﬁﬂwﬁl&&%ﬂ&m

Faxes to Councillors are, registered in TRIM, before being forwarded to the relevant
Councillor.

Electronic mail received through the administrative email address that is addressed to a
Councillor will be registered in TRIM, with the exception of unsolicited material, items which
appear to have litle or no significance to the Councillors role or Council operations,
pornographic or obscene material, or spam. The email will be printed out and placed in the
Councillor's gigean.hole or will be forwarded to the Councillor, depending on their preference
to receiving emails.

4 Access to records of Council

4.1  Access relating 1o civic duties

Councillors need to have access to information held by Council to help them make informed
decisions on matters under their consideration. This information should be relevant and
appropriate to the discharge of their obligations e.g. records relating to matters before
Council or due to be listed for which there is nofification.

As a first step, Councillors should direct initial requests in writing to the General Manager or
the Director Corporate apd Communily Semvices

Councillors wishing to access records that have access restrictions higher than their level of
clearance must obtain permission from the General Manager. This request must be in
wrriting.

Records can be made available for viewing during normal business hours. Records musthe,
viewed in the presence of the Records staff.
4.2  Access relating to personal interest

Councillors wishing to access records in relation to a matter of personal interest have the

same rights as other members of the public. Access may be obiained, for example, under:

. Section 12(1) of the Local Government Act 1953 which allows all persons to have a
right of access to certain Council records

. the Privacy and Fersonal information Protection Act 1598
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. the Health Records and information Privacy Act 2002
. the Stafe Records Act 1998, or
. the Government Information (Fublic Access) Act 2009.

4.3 Refusal of access

il access to records of Council, the Councillor will be provided
with reasonis) and these reasons will be publicly available. Councillors can ask for a review
of a decision to deny access in accordance with section 124 of the Local Government Act
1993, Requests for review gshould be directed to the General Manager or the Director
Corporate apd Community Services.

If a Councillor i5 refused access to records under another Act, they should refer to any
appeal provisions of that Act.

B Borrowing records of Council

5.1  Borrowing paper-based records

Files can nof be removed from Council premises and they should then be promptly retumead
to Council storage for safety and to enable the files to be made available to other Councillors
and Council staff. Records can be made available for viewing during normal business hours.
Records must be yiewed in the presence of the Records staff. Copies can provided upon
request.

i Unauthorised access or disclosure of Council records

The Local Government Act 1983 section 664(1) prohibits the disclosure of information
abtained in connection with the administration or execution of the Act, except in certain
specific circumstances. Councillors grg also bound by the Council's Code of conduct not to:

. attempt to access records they are not authorised to see,

. provide unauthorised access to other parties while Council records are in their care,
. disclose confidential information about Council business, or

. disclose personal information of employees, clients etc without the subject’s consent.
T Handling and storage of records

.1 Damage or neglect of records is an offence

Damage or neglect of a State record iz an offence under section 21 of the Sfate Records
Act. Councillors should apply the storage and handling rules below to ensure records gre

pratecied.
f.2 Handling of records
When handling Council records the following rules apply:

. registersd documents are not to be rearranged or removed from Council files (the
order provides context for the records) and informafion on files should never be
altered.

. no food or drink is to be consumed near records (grease and food particles can atiract
vermin and liquids can damage records if spilt on them).

. sirictly no smoking around records {due to airborne pollutants and the risk of fire).
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. if records are damaged during handling, the Director Corporate Services Hecords
Managar should be informed. Mo attempts should be made to repair the record (as
some repairs can do long ferm damage).

7.}  Srorage of records

Mo Council records are to be kept at a2 councillars home, with the exception of publicly
available documents or duplicates of documents that have been registered by Council after
being received by the Councillor. Files must be accessed at Council in normal working hours
in the presence of Records staif.

a8 Disposal of records

8.1 Disposal in accordance with the Stare Records Act

Siate records held by Councillors must be disposed of in accordance with the State Records
Act 1998,

Other forms of authorised disposal include:

. by order of a court or tribunal.

. ‘noarmal administrative practice’ (MAP) where ephemeral, duplicate or facilitative
records can be destroyed. State Records has produced Guidelines on MNormal
Administrative Practice (NAP) which provide further information on the application of
NAP.

8.2 Liaison with Council for disposal

Councillors should ligise with the Records Depariment regarding the disposal of any records
of Council hysingss. as Council is responsible for:

. ensuring legislative regquirements are met,

. ensuring destruction is underiaken appropriately (e.g. that no sensitive information is
released due to inappropriate destruction methods), and

. documenting, disposal decisions for accountability purposes.

The Councils Record’'s, staff are primarily responsible for the disposal of State records,
unless other arrangements are approved. Councillors should return records as requested

for destruction by Council.

4 For more information
For more information about the use of these procedures, contact Director_Corporate

Comporate and Compmunity Services on (02) 6828 1399,

Acknowledgment: Walgett Shire Council acknowledges the use of State Records NEW, Sample records
management policy and procedures for Sounsiliars. wbich draws on policy/procedure documents of State
Library of MSW, State Records NEW, Armidsle/Dumaresg Council, Shaslbaven, City Council, and the Council
of the City of Sydnay.
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Appendix A - Glossary of terms

Access

Right, opportunity, means of finding, using or retrieving information. 45 (50 13489 Fart 1
Clause 3.1

Appraisal
The process of evaluating business activities to determine which records need to be
captured and how long the records need to be kept, to meet business needs, the
requirements of organisational accountability and community expectations. 45 4330 Fart 1
Clause 4.3

Archives
Those records that gre appraised as having continuing value. AS 4390 Part § Clause 4.5

Disposal

A range of processes associated with implementing appraisal decisions. These include the
retention, deletion or destruction of records in or from recordkeeping systems. They may
also include the migration or transmission of records between recordkesping systems, and
the transfer of custody or ownership of records. AS 4390 Part | Clause 4.9

Recordkeeping

Making and maintaining complete, accurate and reliable evidence of business transactions
in the form of recorded information. 45 4380-719596, Fart 1.4.19

Recordkeeping systems
Information gysigms which capture, maintain and provide access to records over time. A3
4390-1996, Part 1. Clause 4.20

Records

Information created, received, and maintained as evidence and information by an
arganisation or person, in pursuance of legal obligations or in the transaction of business.
A5 150 15488 Fart 1 Clause 3.15

Any document or other source of information compiled, recorded or stored in written form or
an film, or by electronic process, or in any other manner or by any other means. State
Records Act 1998 (NSW)

Records management program

A records management program encompasses the management framework, the people and
the systems required within an organisation to manage full and accurate records over time.
This includes the identification and protection of records with longer-term value that may be
required as State archives.

Retention and Disposal Authority
Documents authorised by the Board of State Records MSW that set out appropriate retention
periods for classes of records.

State archive
A State record that the State Records Authority of New South Wales has control of under
the State Records Act, 1988 (NSW).
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Appendix B - Mail Opening Procedures

+« Private
« Confidential
« Personal

« Care of (c/o)

Mail considered to be g State Record will be registered into the Council recordkeeping
system and a copy placed in the addressee's pigeon hole.

Mail not considered ig he g State Records will be returned to the envelope and placed in the
addressee’s pigeon hole.
Procedure Review History

Diafe Changes Made Approved By

Frocedure Developed Ray Keant - Genaral Manager

10" Mowember | Reviewed by General Manager Michssl Urguhart
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‘&,  RECORDS MANAGEMENT
POLICY & PROCEDURE

Approval Date: ——22" November 2022

Review Date: Movember 202444

Responsible Officer; Director Corporate aad-Cemmunily Services

POLICY STATEMENT

WS5C is committed to effectively recording, managing and enabling access to information stored

in both physical and electronic format while ensuring compliance with legislative requirements.

OBIECTIVES:

*  To ensure that at all times WSC complies with the Local N.5.W. Local Government Act
1993, NSVY State Records Act 1995, NSW State Records Regulation 2005, Freedom of
Information Act 1989 and the Privacy and Personal Information Protection Act 1998 in
relation fo the provision of Records Management.

#  To ensure that WSC siaff have appropriate and timely access to informafion.

# To ensure information i managed throughout [{3 lifecycle in a manner that ensures
confinuing access to information for all stakeholders.

*  Tocleady define best practice procedures for the guidance of Council staff and to meet
the highest level of public accountability.

Objective

To create, manage and retain or dispose of appropriately, full and accurate records of all
activities to meet Council's organisational needs and regulatory requirements.

Council Policy Reference
Records Management

Statutory Regquirements

Local Government Act 1993

State Records Act 1998

State Rrecords Regulation 20105

Government Information (Fublic Access) Act 2005
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Privacy and Protection of Personal Information Act 1953
Evidence Act (NSW)1995

Public Sector Employment and Management Act 2002
FPublic Finance and Audit Act, 1883

Commonwealth Copyright Act 1963

Limitations Act 1969 (NSW)

Privacy and Data Protection Bill, 1994

FPublic Finance and Audit Act, 1883 and Treasury Directions
Electronic Transaction Act, 2000

Related Policy/Procedure

Code of Conduct
Access 1o Information
Privacy and Personal Information Protection Policy and Procedure

Government References

Australian and International Standard AS S0 15489 - 2002, Records
General Disposal Authority 39 (G0A 100 2000
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What information is a record?

The State Records Act 1998 defines records as

' any document or other source of information compiled, recorded or stored in written
form or on film, or by electronic process, or in any other manner or by any other means.'

Whether information is a record does not depend on its format or means of

cummumcatmn rather it depends upon whether it was senf arreceived inthe course of,

. For example, an email confirming that Agency X wishes to purchase
goods for the cust of ¥ is a record, the latest email joke is not (usually) a corporate record.

Ask yourself the following questions:
+« [Does it approve or authorise actions?
« |5 it a formal communication between staff relating to work?
« [Does it signify a policy change or development?
« [Does it commit my organisation to an arrangement or to a business deal?
« [Does it contain advice, provide guidance or constitute formal communications with
people inside or outside the organisation?
« Am | required to act upon it?
e =it ex I relati 7
« |5 it something that | have sent for a business purpose?
« |5 it something | have used at work to make a decision?

s [f | left this job tomorrow, would my successor need the information in this message
to continue with this matter?

* |5 the matter to which the message relates one which may be reviewed or audited.
later?
If the answer to any of these questions is yes, then the information must be recordad in
council's record management system.

Electronic Document Management System (EDMS)

TRIM is Council's official EDMS for the management of its corporate information. All
emails, faxes, letters and correspondence received or sent must be saved electronically
in TRIM. This also applies to documents created in Word, Excel, FPowerFoint and other
applications, where they gre saved electronically, and in their native format.

Use of other non-compliant record systems s strictly prohibited and contravenes this
procedure.

Disciplinary action will he taken against staff utilising non-compliant record systems.

Incoming Mail

Allincoming mail received at Council with no privacy markings will he opened by Records
staff. Mail considered to be 3 Record will be registered in TRIM before being assigned to

the relevant staff member. Mail with privacy markings i registersd. in.a.separate register.
but forwarded fo the stafl membsr unopensd. Itis then the stafl members responsipiity.,
to.refurn. any. mail hat.jz.a.s1ate.record. and requires. regisiration. in. the. JRIM. record
keeping.sysiem..
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Faxes gre registered in TRIM, before being scanned and assigned to the relevant staff
member.

Records staff will separate mail into invoices, statements, chegues and other documents.
Invoices and statements will be stamped and forward to the Finance department and

Cheques will he lisied on the Cheques Register and receipted in Authority by Records
staff.

Outgoing Mail

» Staff should always include a folder and document number as a reference when
preparing correspondence and use corporate templates in TRIM container
091479 to ensure that all necessary contextual information is recorded.

+ The appropriate communication must be added and include the date and time,
direction (incoming, outgoing or internal) and medium (post, facsimile, email or in

person).
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» Once the informafion hag i d b
infermation, the record should be marls:ed as final.

= Any outgoing mail should be forward to the Records Department to he listed in the
outgoing mail register. Records staff will complete the mail account and take all

mail to the post office.

Internal Information

- AII mtemalh_.r creat&d mfurmahun myﬂgg{mgﬁm[ggm TRIM. &mmv
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For example, the staff member who sent an email to
another staff member is responsible for registering the gmail, the staff member
who initiated a phone call is responsible for creating a file note and registering it in
TRIM.

Creation and Capture
Capturing or registering records into council's record management system provides
evidence that the record exists. Principles for capturing records are that:

« capture should be timely, e.g. as soon as possible after the record is sent or
received.

» the information should be in a format that can be managed over time.
You need to capture the record gnd algg link it to the appropriate container. Information
that should be captured about the record and its context includes:

+ f{ifle — ensure it contains as much information as possible and do not use
abbreviations. Make sure it relates to the business function and activity to which
the message relates.

« container
« external ID
« date created and date due (if applicable)
« date registered (may be the same as date created)
« guthor and assignee (if different)
Information that must be captured that is specific to records includes:
« details of transmission, e.g. date and time sent and/or received
« (etails of sender and receiver (name and organisation)
« aftachmenis or enclosures with the message.

Council staff will automate capture as much as possible. Staff should ensure that they
create official records of all decisions and actions made in the course of their official
business. For example, if business ig transacted by telephone, file notes of the key points
in the conversation should be documentad in TRIM. Official meetings should include the
taking of minutes registered in TRIM.

Restrictions on Electronic Documents
Only the Director Corporate Records Manager can approve the removal of documents in

TRIM.

Access/security controls and caveats may be. imposed on records, folders and
classifications restricting access to staff that are not part of the control. Only specified
staff will be able to view documents with access controls.

Container and Folder Creation

The Records Manaager is responsible for the overall management of the EDMS and the
creation of new containers and folders. Records staff and the Administrative Officer also
have the ability to create new containers and folders into the EDMS.

Tracking of Files
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The mowvement of all files will be recorded and updated throughout Council to ensure that
the current location and status of a folder can be auickly verified, Staff are to follow the
procedures and guidelines relating to file movement and transfer outlined in the TRIM
procedures manual and update the location of the file in the EDMS when passing records
on to another officer.

Maintenance and monitoring

The Records Manager is responsible for ensuring that records and environmental
conditions gre menitered regularly to protect records with resulis being reported to the
Director Corporate-and Communily Services. This will include checking temperature and
humidity levels in dedicated records storage areas for paper records and ensuring that
digital records are refreshed or replicated when scheduled, when new storage devices
and media gre heing.insialled or when degradation is detected.

Maintenance of electronic records can also entail the migration of data. Migrations must
be authorised by the Director Corporate and Commupily Services and must produce
authentic, complete, accessible and useable records.

Walgett Shire Council has implemented a number of security and counter disaster
measures as part of its Information Security Management System (ISM3) for
safeguarding its information assets. Staff should abide by these measures at all times.

Storage

Current hardcopy records should be stored in the Records Room with access restricted
to Records staff.

Rarely used records or records no longer in use for official purposes that are still required
to be retained in accordance with the current Retention and Disposal Authority should be.
fonwarded to the Records Manager for action.

Electronic records will be retained online. Records of ghart term, value will be disposed of
at suitable mtarl.rals byr the Records Manager Hemrda uf long term or archlr.ral 1.ralura

Disposal

The disposal. of ecords.is aoverned by the State Records At 1998 (NSW). Delegated
Records staff are reguired to use the General Bispasal Authority 39 05008 100 for the
retention and disposal of administrative records while the Functional Disposal Authority
is to he used for the disposal of functional records. Mo records should be destroved unless
approval is granted by tha Racards Manager and in ar:mrdanr:a with one of the disposal
authorities.
Appraval and signed aulhurlsalmn fﬂr retenuan deatrur:han or transfer of rer:orda DlHiL
he sought from the Records Manager before any disposal takes place.

Contractors and outsourced functions

All records created by contractors performing work on behalf of Walgett Shire Council
belong to Walgett Shire Council and are Siate records under the Siate Records Acf 1998,
This includes the records of contract staff working on the premises as well as external
service providers.
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Contracts should clearly state that ownership of records resides Walgett Shire Council
and instructions regarding creation, management, and access to the records created. The
Records Manager should he consulted during the formulation of the contract.

Web Based Records

Web records can be defined as records generated, captured or received using web
technologies. Web records should be captured when records are deemed g be significant
as they occur.

Risk Assessment

Risk assessment involves an analysis of the consequences of records being lost,
damaged or destroyed; evaluation of likelihood of threat and accident including natural
disaster if appropriate, and evaluation of existing arrangements for the protection of vital
recards.

The Walgett Shire Council Business Continuity Plan and the Crisis Management Flan will
cover the aspects of managing records in a grisis, situatian.

Records Security

Vital records are to be kept in the safe located at 77 Fox Street, with restriction limited to
delegated stafi.
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Appendix A

File or Fling Guidelines

Working papers and records

Weaorking papers and records can ke disposed of, so long as they gre nat,
required. o be reioined inamer o account for policies. decEions. easans ansg.,
actions or not required to function as evidence.

File

» working papers and records of a project officer or investigative officer that
contain substantial and valuakle information not found ekewhers

» papers in an uncfiicial fiing system where c registered file has not been
created or kept in the recordkesping system.

Fling

»  qudio recordings of dictated corespondence, conferences ond meetings
used to prepare correspondence, popers, minutes and transcnpts, and

« caloculations, and

« rough notes (including rough notes of meetings and telephone conversations
where a formal record hos been made), and

* stafistics ond figures.
Drafts

Drafts in paper form or electronic form that can be disposed of are draft
documents of a routine nature and for which there iz no identified
recordkeeping reguirement, os 3=t outin clouse 4, to retain them.

File

« drafts containing significant or substantial changes or annotations, and

« drafts relating fo the formulation of legislation, legislative proposals and
amendments, and

« drafts relating fo the formulation of policy and procedures, where the draft
provides evidence of the processes involved or contains significanthy more
infermation than the final version of the document, and

»  draffe of legal documents [for example, contracts or tenders).

Fling
v All other drafts
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Procedure Review History
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Procedure Developead Ray Kent - Gensral Manager

10" Movember | Review General Manager Michaesl Urguhart
2022

=]
[~1]
0
31}
(4=
=2
=4
(4]

Page 82 of 230



Requests for Assistance (S.356 Financial Assistance)

WSC - Procedure — Reguests for Assistance

%  REQUESTS FOR ASSISTANCE

E

~ (s.356 Financial Assistance) POLICY &
PROCEDURE

Approval Date: 22 November 2022 0T
Review Date: Hovember 2024 SAwgusit0dd
Responsible Officer: General Manager Birscior Corporais Sanicas

POLICY STATEMENT

WSC is commitied io the fair, equitable and impartial assessment of all reguests for assistance.

DBJECTIVES:
= To ensure WSC Complies with the NSW Local Government Act 1993, Chapter 12, Part 1
gection 356.

*  To ensure consistency, fairness, confidentiality and integrity for W5C residents.

* To aszsist and support positive community outcomes and paricipate within resource limits.

= To provide a framework and procedures for the quidance of all WSC staﬁ tu ensure all
applications for agsiztance are impartially assessed using g .comman crtera

Objective

To ensure that the assessment of all financial requests for assistance in accordance with
section 356 of the Local Government Act are carried out in a fair, equitable and impartial
manner.

- il Policy Ref
B o § - Bgli
Statutory Requirements
Local Government Act 1993

Related Policy/Procedure
Financial Management and Control Folicy
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Requests for Assistance
1. Section 356 (LGA 1993) Donations
Under Section 356 (1) of LGA 1953;

356 Can a council financially assisr others?

(1) A council may, in accordance with a resalution of the council, contribute
money or othenwise grant financial assistance to persons for the purpose of
exercising its functions.

{(2) A proposed recipient who acts for private gain is nof ineligible fo be
granted financial assistance but must not receive any benefit under this
section until af least 28 days’ public nofice of the council’s proposal to pass
the necessary resolution has been given.

3) However, public nofice is not required if
{a) the financial assistance /s part of a specific program, and

{b) the program’s details have been included in the council's draft
management pian for the year in which the financial assistance is
proposed fo be given, and

{c) the program’s proposed budget for that year does not exceed 3 per
cent of the council’s proposed income from the ordinary rates levied
for that year, and

{d) the program applies uniformly to all persons within the council’s
area or to a significant group of persons within the area.
{4) Public notice is also not reguired iT the financial assistance is part of &
program of graffifi removal work

This provigion enables Council to provide local charities and community organisations with
assistance by way of sponsorship or donation.
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Section 356 Community Assistance Scheme

2. Applications

« Applicants must be non-profit community groups and organisations and based in, or
affiliated with, Walgett Shire.

. Appllcatmns for Section 356 Dﬂnﬂhﬂﬂs mﬂMm&Wﬁm&MMMﬁ&

. Cummunlw Assmtan-:e is offered twice annuall;r with applh:.atmns closing on 31% July
and 31%* January every year. If the 31 July or 31 January falls on the weekend then
the lodgement date will be mayed to 5.00pm on the Monday directly after the closing
date.

« Recipients of community assistance in previous years can reapply.

« (Organisations are eligible to apply for one donation per financial year. However, in
the event that all applicants haye been.assessed and residual funds are available, a
second donation may be granted.

« |t is expected that applicants applying for community assistance will match council's
contribution dollar for dollar (includes volunteer labour and donated materials).

* Late applications will. nof he accepied.

« Applicants must provide evidence of relevant insurance covering the specific
activities for which funding is_souahi-

« (Generally, donations will not be made to individuals, to organisations which operate
on a for profit basis, or for projects and activities outside the Walgett Shire area.

J. Assessment

« Al applications for financial assistance must meet at least one (1) of the objectives
of the Community Assistance Scheme.

= All applicants will be subject to a merit based assessment.
= The General Manager Diractor Corporate and Community Services will assess the
applicants and prepare a report for Council.

= The report will ke presented to Council listing all of the applicants, amount sought,
project, and amount recommended to be granted to the applicant (including the
reasons for recommending a nil amount).

4. Objectives of the Community Assistance Scheme

The community assistance scheme aims to:

« Support charities, other community organisations and community projects, events
and activities which occur within the Walgett Shire area, and are a benefit to the
community;

« Foster or support new services, initiatives and resources within the shire;
« |mprove awareness and use of community services and resources within the shire;
+« Encourage increased paricipation in local community events within the shire.
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5. Annual Budget Allocation
« Each vyear Council should consider a financial allocation to be used to meet
applications for communityfinancial assistance
« Generally, applications for financial assistance are set at a maximum of $32000.00

6. Assessment Criteria

Applications for community assistance must address the following criteria to be eligible for
assistance:

+« (Objectives of the organisation or group;

« Describe the activity or project clearly;

« Provide supporting documentation and attachments relevant to the application;

« Details of how the community will benefit from the project or activity and who are the
main target groups (e.g. children, seniors, disabled);

« Provide financial information regarding the application of the funding or part funding
that will be provided by Council;

« For past successful applicants, a completed Acquittal Form acquitting previous
financial assistance;

« Complete all information as requested in the Community Assistance Scheme
Application Form.

7. Applications

In applying for assistance and grants from the above schemes, applicants need to:

a) Obtain a copy of the Scheme Guidelines from Walgett Administration or the
Collarenebri Agency or from Council's website at www walgett.nsw.gov.au;

by Carefully read the procedures information;
¢y Fill out the Community Assistance Scheme Application Form ;
41 Ensure that copies of all required support documents are attached; and

e} Complete and lodge the Community Assistance Scheme Acquittal Form by the due
date.

8. Privacy and Confidentiality

Information supplied in all applications will only be used by the Walgett Shire Council for the,
purpose of assessing the application and for statistical reporting purposes in respect of the
Community Assistance Scheme.
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Community Assistance Scheme
Scheme Guidelines

Community Assistance Scheme 2022/2023

Guidelines

Under section 356 of the local Government Act, Walgsit Shire Council invites applications from eligible
organisations in January and July each year for funding under the Communify Assistance Scheme.

Overview of the Scheme

The aim of the Community Assistance Scheme is to increase the capacity of the Shires Comimunity
groups and ocrganisations and assist in responding to identified community izsues and priorities. The
grants program aims to provide limited financial assistance in relation to the development of programs,
projects andl/or activities, and is not intended to be relied upon as a primary source of funding.

Applicantz are required to demongtrate that they have investigated funding from other sources. Priority
may be given fo projects, programs andfor activities that have not received a grant in the preceding 12
mianths.

Applicants are eligible to receive up to a total value of $3,000 in grants funds per financial vear. Grants
will mot be provided for projects, programs andfor activities which are to be underiaken for the sole
purpose of profit generation (there must be some other general community benefit foutcome from the
activity). Council encourages co-funding from other extemal funding sources and reserves the right to
part fund a grant application.

Generally, funding will not be provided to increase existing un-acquitted funds from Council for the same
project, program andior activity. In the event that the funded event does not occur, or the activity or
program which was the subject of the funding is delivered, the grant recipient will be reguired to repay
the full amount of the Council funding awarded.

lications

How to Apply
In applying for assistance and grants from the above acheme, applicants need to:

a) Obtain a copy of the Community Assistance Scheme Guidelines and Application Form from
Council's website at www. walgetf.nsw.gov.au or from Walgett Shire Council Administration
Office located at 77 Fox street, Walgett;

b} Carefully read the guidelines information;

c) Fill out the Community Assistance Scheme Application Form;

d) Ensure that copies of all required support documents are attached; and

e) Complete and lodge Community Assistance Scheme application Form and documents by due
date.

Closing Dates: Round One — Spm Monday 18 July 2022
Round Two — Spm Monday 20t February 2023
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Payment of Funds

To the payment of funds; successful applicants are required to forward an inwoice to Council for the
granted amount plus GST (if applicable). The invoice must include bank details so funds can be
remitted via EFT. Payment will be made within 21 days of receipt of an invoice.

Please note that payment requests (Invoice) for Council approved funding are requirsd by Spm on 304
June 2023. Any unclaimed approved funding will be forfeited after this date o be offered in the next
round of funding and a new application will be required.

3ST: If the organisation applying under the scheme is registered for G5T purposes, the invoice must
include GST. If however it iz not registered for GST purposes, please state this on the invoice, and no
G5T should be added to the invoice.

Use of Grants

Community Assistance Scheme grants ars given on the sirict basis that the funds are used for the
activiies outlined on the application form. Therefore cnce the activity has taken place, the Acquittal
Form, provided upon successful grant funding, must be completed and retumed to Council to confirm
the use of funds. If an Acquittal Form iz not received, Council reserves the right to re-claim the full
amount of the council funding awarded.

GEMERAL ELIGIBILITY CRITERIA

1. Community Groups and organisations must be based within the Walgett Shire andior be able
to demonstrate that the project, program andfor activity will directly benefit Walgett Shire
residents.

2. Youmust be an incorporated “not for profit’ organisation or a company limited by guarantee that
has keen endorsed by the Australian Taxation Office as a charity, tax exempt fund or deductible
gift recipient.

3. Unincorporated groups are eligible to apply, providing that their application is made through an
appropriate incorporated body which supports the project, program and/or activity (Auspice).

4. The applicant must have successfully acquitted all pravious Walgett Shire Council grants.

5. The applicants must have relevant insurance cover including public akility to the value of
£20m.

6. Applicants are required to demonstrate that they have investigated funding from other sources.
7. Projects that align with the respongibiliies of the State or Federal Government are ineligible.

8. Projects that will have commenced prior to the receipt of council funding are ineligible.

Who Cannot Apply

+ Commercial Organisation

+  Govemment Agencies

# Schools (public and independent); unless sponsored by an  eligible  community
organisabicn/group

*  Churches; unless the proposed project, program andfor activity can be considered an addition
to the core business of the church

*  Community organisation operating more the 30 gaming machines

+ Political Groups
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Community Assistance Scheme
Application Form

Community Assistance Scheme 20222023 — Round One
Application Form

Applications for Community Assistance should be completed after having read the
Community Assistance Scheme Guidelines. Completed application forms must be lodged by
5:00pm on Monday 18 July 2022. All completed forms must be returned to:

Walgett Shire Coundil
PO Box 31
WALGETT NSW 2832

Please Mote: Late applications will not be considered

Mame of
oA S A O .

Mame of Contact

Position in
L0 0 =T | O

Postal
B B S S e

Phome. . ..o EMAI

Eligibility for Financial Assistance

Is your organisation/community group:

Community based and non profit? Yes No
Based in, or affillated with Walgett Shire? Yes No
An incorporated body? Yes No
Able to complete the project’activity within 12 months? Yes No
Have you received any previous grants from Council? Yes No

If yes, when was it received?
(please ensure that a financial acquittal has been completed and submitted to Council or attached to
this form).

Do you currently have public liability cover in the sum of $20 million? Yes Mo
(Please provide copy of curment certificate of insurance).
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Has your project already commenced? fes Mo
{Please provide details of altemative sources of funding investigated).

GST Information
Please provide your AN . e
Are you registered for GST? Yes Mo

Privacy Statement

Information supplied in thiz application will only be uzed by fthe Walgelt Shire Cowncil for the purpoze of aszessing
the application and for sfatisfical reporting purposes in respect of the Gommuanity Azsiziance Scheme.

! cerfify thaf the information given in this document iz true and accursfe, and thal F the organisalion receives
financial azegiztance from Walgelt Shire Coundil the WS G Procedures — AFM — Requests for Assisfance.

Mame of Authorised Officer Position Held

Signature of Authorised Officer Date

Objectives of Your Organisation/Community Group

Please provide details of your organisation‘/community group including the overall
objectives and the types of services/support it provides to Walgett Shire Council

Your request for a Donation

Amount of requested from Council 5

Taotal cost of the project’activity 5

Please provide a breakdown of the budget for the project.
Fage 2 of 3
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Please describe the project/activity for which you are seeking financial assistance

How will the project/activity benefit the Walgett Shire community and what are the main
target groups (e.q. disabled, youth)

Additional Information

Flease provide copfes of the following supporing documentation (DO NOT SUPPLY
ORIGINALS):

1. Financial Statements — Please provide a copy of your organisations latest audited
financial statements

2. Time Schedule — a brief imetable detailing project start and finish dates
3. Insurance Policy — copies of relevant insurance policies covering the projectfactivity
4. Other Information — Please provide details of other information or attach copies of
other supporting documentation which will support yvour application for financial
assistance.
Lodging an Application
By Post: The General Manager
Walgett Shire Council
PO Box 31
WALGETT NSW 2832
By Email: admin@walgett. nsw.gov.au
By Hand: 77 Fox Street, Walgett

For Further Information
Contact Belinda Petersons on (02) 6828 6116 or by email admin@walgett. nsw.gov.au.
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Community Assistance Scheme
Scheme Acceptance Agreement

Community Assistance Scheme 2022/2023
FUNDING ACCEPTANCE AGREEMENT

Funding Recipient
AN S A O N A B . e

Name of Person
Responsible. e

PosIt On RO e, e

By =signing this form:

1. | accept the offer of financial assistance as outlined in the letter enclosed with this form._

2. | agree to forward Walgett Shire Council a Tax Invoice, in the amount awarded, within three (3)
calendar months of acceptance of this offer.

3. | confirm that the funds received, from Walgett Shire Council, will be spent in accordance withi
the projectfactivity as outlined in the Application Form submitted for this funding.

4. | agree to contact Council and request a “variation’ in the event that the projectfactivity (as
outlined in the Application Form) has been varied in any way.

5. | consent to being contacted by a Council staff member, from time to time, to confim the
progress of the project/activity for which this funding has been awarded.

6. | agree that if the project/activity, for which this funding was awarded, does not ocour, | will be
required to repay the full amount of the funds received.

7. | agres that once the project/activity has been completed, the supplied Acguittal Form must be
fully and accurately completed and submitted to Council.

8. | understand that financial assistance has been awarded for the 202272023 financial year and
that the project’activity (as outlined in the Application Form) must be fully completed and
acquitted by 30 June 2023.

9. | understand that if the above conditions are not adhered to, the organisation to which this
funding has been awarded, may be made ineligible for future grants.

Signed: Dated:

MName:
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Community Assistance Scheme
Acquittal Form

Community Assistance Scheme 2022/2023 Acguittal Form

COMGRATULATIONS on being awarded Council Financial Assistance for your organisation! As
part of the granted funding you are required to complete an acquittal report, providing
information and evidence regarding the expenditure of the funds. Completed Acguittal Forms
must be returned to Council no later than 5:00pm on Friday 30% June 2023.

Please send completed forms to:

Mail: Walgett Shire Coundcil
PO Box 31
WALGETT NSW 2832

By Hand: Walgett Shire Coundil
77 Fox Street, Walgett
Email: admin@walgett. nsw.gov.au

Funding Recipient

i [ |1 1 =R

Purpose Funding Was

POV RO Ol e

Mame of Person Completing

B U A O Y. e e

Position in

O AN S A TN e

OUTCOMES

Please describe the expected outcome’s of the project/activity undertaken with the CAS
Financial Assistance and explain how those objectives were met.
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Who has benefited from the project/activity and explain why?

FINANCIAL DETAILS

EXPENDITURE

Description Expenditure

TOTAL CAS FUNDS SPENT

Chamn funds spent

TOTAL COST OF PROJECT/ACTIVITY

o W R WA R W

ADDITIONAL INFORMATION

Please, also, attach the following as evidence of completion:
« Any Project/Activity Reports and/or Completion Notes
» Photographs
» Promotional Materials {where applicable)

DECLARATION

| certify that:

A) All funding and other contributions received were expended for the purpose of the
projectfactivity and in accordance with the Community Assistance Scheme
Guidelines and objectives; and

B) Any salares and allowances paid to any person involved in the projectfactivity were
in accordance with the applicable award or agreement in force under the relevant
laws contained within the Industrial Relations and Waorkplace laws.

Mame of Authonised Officer Position Held

Signature of Authorised Officer Diate
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Procedure Review History

Diafe Changes Made Appraved-Reviewed By
Complete Review Dan Ramsland -  General
Manager
12 Movember | Review Michsel Urguhart - Genersl
2022 Manager
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Use of Internet and Email

1T IO

WSC — Policy — Use of Internet and Email

gL
e &

S&F: USE OF INTERNET AND EMAIL POLICY
AND PROCEEDURE

"8

Adopfion Date:
Review Date: February 2022

Responsible Officer:  Director Corporate Senvices

POLICY STATEMENT

WSC will ensure that customers and staff obtain the maximum benefitz available within budgetary
limitations from Council’s infermation technology resources, while minimising, security, privacy and
software cormuption risks.

OBJECTIVES:

=  To require WSC staff to use the Internet and/or e-mail whilst at work in a manner that
penefits W5C and customers and to minimise private use during work hours.

= To use the Internet in accordance with the requirements of relevant statutory requirements.

* To train staff adequately in the use of email and Internet in order to provide a contemporary
level of office operations in Council.

= To ensure that documents obtained electronically that relate to W3C business greireated
as records where appropriate.

Statutory Reguirements

Local Government Act 1993

Privacy and Personal Information Proteciion Act 1993

Privacy and Personal Information Protection Regulation 2000
Freedom of Information Act 1989

Government Information (Public Access) Act 2009

Privacy Code of Practice (General) 2003

MSW State Records Act 1998 & State Records Regulation 2015
MSW Public Interest Disclosures Act (PIDs) 1994

Wark Health and Safety Act 2011

Work Health and Safety Regulation 2017

Related WSC Policies / Procedures
Records Management Pelicyand Procaduras

Privacy and Personal Information Protection
Records Management

Code of Conduct

Internal Reporting Public Interest Disclosures
Work Health and Safety
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1. Email and Internet Use

« Email and internet are part of Council's computer network and all information
processed, transmitted or stored in the system is the property of Council.

« At any time and without prior notice, Council management reserves the right to
monitor email, personal file directories and other information stored in Council's
computer system. The monitoring assures compliance with internal policies,
supporis the performance of internal investigations and assists with the system
management, system maintenance and document management systems.

« Use of email and internet by siaff is authorised and encouraged where such use
is appropriate for business purposes and supports the goals and objectives of
Council.

« Email and internet will be_incorparated into the records system if it provides
evidence of Council's business activities.

* Email and internet that becomes a Council record must be retained in Councils
Records Management System.

« Access to email and internet is limited to staff who haye heen given a user
identification and password. Staff must not give their password to another staff
member or member of the public and must not access other staff members’ email
or internet, without appropriate authority.

« Staff will not access Council's email and internet via any other facility other than
that approved by Council.

= Email and internet must not include any material or informationwhich is offensive,
racist or discriminatory; such behaviour is unacceptable and will result in
disciplinary action.

* Email and internet that j5 retained as Council's records may be accessible to the
public under Freedom of Information and Privacy legislation.

* The misuse of email and intemet should be reporied to a Supervisor, Director or
the General Manager.

Emails

2. Email as a Corporate Record

= All records, irespective of their form or substance, are required to be appropriately
retained for a period that complies with the requirements of the Government Fublic
Information Access Act (GIPPA), the State Records Act 1998 and the General

Authority 39 Local Governmant Dicnocgle Sehaduls

J. Confidentiality and ownership

« 5taff do not have a private Mail Box—all emails are the property of Walgett
Shire Council.
« The confidentiality of electronic mail gannot be assured. Staff should exercise

extreme caution when using email to communicate confidential or sensitive
matters.

4. Monitoring of Usage

« Council uses maonitoring and filtering software to minimise the risk of virus
infections, minimise amount of “Spam’ received and minimise the risk of unwanted
intrusions to the Council network.
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« The Systems Administrator will not routinely monitor or read email and internet
usage. However, mail and internet usage will be reyviewed where there has besn
a suspected breach of the rules, where reguested by a Director or if a message
needs to be refrieved from the archives.

« The only access to monitoring software is by the Systems Administrator who will
provide information to members of the executive team when required. Directors
can view logs and other information upon request.

+ The monitoring software holds a copy of all inwards and outwards mail for a period
of 365 days.

5. Virus threats

Virus protection j5 provided as standard on all workstations. The virus protection must net,
for any reason. Updates occur automatically and on a regular basis to ensure
that all workstations and servers have the latest virus signatures installed.

Some email attachments present a risk to the network. The following table outlines the
common types of files and what threat they represent.

Extension Action

vbs, pif Must never he opened without consulting the Systems Administrator
and will always be blocked at the gateway to the Council network.

.exe com bot Must never e opened, and will ailways be blocked at the gateway to
the Council network.

.doc xlg May be safely opened, however may contain macro viruses

.pdf May be safely opened

Jpa, .bmp, gif Open with caution. These picture file types hayve been known to
contain viruses.

Zip Open with caution, may contain infected files

6. Personal use
Staff must not:

s |se Council email systems, content and mailing lists for personal gain;

« Directly or indirectly interfere with the operation of email services, and cause
unwarranted or unsolicited interference with the use of email systems by others;

« Let personal usage interfere with employment duties, or other obligations to the
Council;
+« Burden the Council with noticeable systems congestion andfor additional costs;

« FParticipate in chain letters and other such material.

7. Appropriate and inappropriate use
As a user of the Council email system staff have a responsibility to ensure the following:

s The user must not access, download, copy or distribute material that is in breach of
the copyright law.

¢ The user must not download any shareware or freeware software or any unauthorised
copyrighted software.
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« Council's email system must not be used for unlawful activities or for personal
financial gain and direct authorisation must be given before using for commercial
puUrposes.

+« The user must not use Council's email or network systems to infringe the copyright
or other intellectual property rights of third parties, to distribute defamatory, chain,
fraudulent or harassing messages, or otherwise to engage in any illegal or wrongful
conduct.

« The wuser must not use the email system fo access inappropriate material
Inappropriate material may include but not be limited to; pornography, sexual
situations, racist literature, profanity, lewd jokes, items of g_discriminatory or

suagestive nature.orwhich ethers may. ind. effenzive. or ehigclionable.
« The user must not use the email system in a manner that is in conflict with, or
harmful to, the interests of the Council or colleagues;

General Rule: “You should treat email as though it will be read by the General Manager”.

8. Use of web based mail services

The uze of Hotmail, Yahoo mail and other web based mail services is discouraged. These
services provide security concems for Walgett Shire Council and are currently blacked by
filtering software.

9. The users mailbox

» Address  format  first  inififalssumame  @walgefnsw.gov.au OR
usemame@walget. nsw.gov.au

Eg; Billy Smith would he; bsmith@walgett.nsw.gov.au

« Asgthe Systems Administrator may inadvertently see the contents of email messages
in the course of their duties, the user should not consider any message stored in a
mailbox as private.

« Employee mailbox should have the minimum number of messages stored to prevent
wasted space.

+« Maximum size for email transmission is set at 10 Mb. Use Winzjp to compress

attachments to keep Email as short as possible. Email that exceeds the 10Mb limit
will be held until after business hours to limit the effects on the Council network.

10. Email etiquette

« Consider to whom you want to send email and direct it to that user or group of users
whenever possible, not simply addressed to all users.

« Do notinclude any inflammatory, emotive, abusive ar obscene language in email. As
a rule of thumb, do not send anything you would regret seeing on a notice board with
your name on it.

« Due to the spontaneous nature of email, the tendency to write before thinking is
commeon and may result in a message you later regret sending. Such a message may.,
he replied to in kind and can escalate into a “war”.

« Do not use sarcasm or attempted humeor, as this. iz often misinierpreted by the
[ecaiver.

+« |lse normal sentence case in email, just as you would for a memo. Email messages
written entirely in upper case can be difficult to read or considered impolite as upper
case g interpreied as SHOUTING AT YOUR ADDRESSEE!
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+« Any email being sent outside of Walgett Shire Council should not have colours and
images included where possible as often the receiving email system can't display it
properly.

Internet
11.Internet Procedures

The internet is provided to staff for Council business purposes. The internet 5 proyvided on
the understanding that it will not be used for any antisocial, illegal or inappropriate use.
Inappropriate material may include but is not limited to; pornography, sexual situations,

racist literature, profanity, lewd jokes, items of giscriminatory o suggestive nature or which,.
athers. may find offensive or obiectionable.

12.Personal use

Walgett Shire Council’s internet access may be used for personal use providing the following
conditions gre met

+ |se does not afiect the business productivity of the user or normal Council business.

» LUse does not affect the produciivity or offend or affect the access of any other users
of the Council system.

* |Jse does not breach copyright laws.

« lse does not present any security threat to Walgett Shire Council's computer
systems.

» Use does not reveal or publicise confidential material.
« [t nof used for any inappropriate use as outlined above.

Staff will be allowed to use of the internet for Council approved study and by approval by
the relevant Director

Internet access is and remains the property of Walgett Shire Council. Mo user has a private
internet account. Council can monitor internet usage as required and if a possible breach s
suspected the Systems Administrator will notify the executive team

Council reserves the right to implement ipternet filtering software to ban access to sites that
are considered inappropriate.

Staff may request mail on a particular topic by subscribing to a mailing list from which they
can also unsubscribe to at any time.
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Procedure Review History

Date

Changes Made

Approved By

January 2017

Procedure Developed

Ray Kent - General Manager

July 2019 Revised Greqg Ingham — General
Manager
August 2019 Formally Adopted Council
July 2022 Reviewed for Consuliative Commities
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|
fﬁfﬁ MEDIA PROCEDURE

Approval Date:
Review Date: August 2011

Responsible Officer: Director Corporate and Community Services

POLICY STATEMENT

W5SC will, using authorised Councillors and staff, provide the media and through it the community
with accurate information about WSC activities and other matters that affect the administration of
the Shire.

OBJECTIVES:

+ To provide commenis and information fo the media by authorised siaff with the
intention of promoting Council policy, Council, Councillors and other Council staff in
a positive light.

+  To provide media releases that promote specific Council projects and initiatives or
assist with the relay of accurate and up-to-date informatio